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How to set up a VPN connection between EAGLE20 and the
LANCOM Advanced VPN Client (NCP client) ?

- 2024-03-08 - Classic Firewalls

This lesson describes how to configure a VPN using Hirschmann EAGLE20 and the LANCOM

Advanced VPN Client.

Used software versions:

EAGLE20 firmware v5.2.00
Lancom Advanced VPN Client v2.30 Build 146

Network Plan

VPN tunnel

ext
1721611

int
192 168.10.1

PC with Lancom Client
172.16.1.143
Virtual address: 172.16.106.201

Install and start LANCOM Advanced VPN Client

internal PC
192 168.10.100
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Connection Configuration Log View Help
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Systems

Statistics:

Time online: 00:00:00 | Timeout (sec): 0 sec

Data (Tx)in Byte: 0 Direction: out

Data (Fx) in Byte: 0 Link Type: LAN

Speed (KBytelz): 0,000 Encryption:

The LANCOM Client with a 30 day evaluation period can be downloaded from
http://www.lancom-systems.de
After installation start the LANCOM VPN Client.
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Copy the PEM export of the CA (in our example L3CA.pem) and the PKCS#12 export of the
LANCOM Client certificate (in our example LANCOM client.p12) in the CaCerts directory:
C:\Program Files (x86)\LANCOM\Advanced VPN Client\CaCerts
Note: The file extension of the CA export must be .pem otherwise the LANCOM Client will
not find the CA.

CA Certificates
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To verify if the LANCOM Client could load the CA, select Connection -> Certificates ->
Display CA Certificates from the menu.

The distinguished name of the CA should be displayed, marked with a green checkmark.
Click Close.
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Select Configuration -> Certificates from the menu.

Certificate Selection
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Highlight the Standard certificate configuration and click Edit.

Set the PKCS#12 Filename in our example C:\Program Files (x86)\LANCOM\Advanced VPN
Client\CaCerts\LANCOM _Client.p12.

Click OK.

Close the Certificates configuration window.

Creating a new profile
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1. Select from the menu Configuration -> Profiles
2. Click Add / Import to create a new profile

3. Select Link to Corporate Network Using IPsec
4. Click Next

Profile Name
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Enter a Profile Name
Click Next

Communication Medium



Communication Medium
Sedect the media bppe of the connechon, W

Dietermine how the cannechion lo the corpaiste network shauld be established, I the ineme! is
lo be usad via madam, el the communicaion meda to“modan" and then select the
appropriabe modem

% Communication Medi LAH [orves |F)

Select LAN (over IP) as communication media
Click Next

VPN Gateway Parameters



VPH Gateway Parameters LANCOM
To which VPN gateway shoud the connechon be T S
established ¥ ¥

Eriter the DMS name |ie, vpraerver doman. com) ar the official IP addiess (12, 21210717 29) al
the WPH gabeway wou wark o connect bo.

Usng Extendead Authentication AU TH] you can enter the wen [D and passwond for the
authenticabon, IFno autherbcalion data are entered they wal be regquested when establzhing the
carnechion.

Gataway [Tunnel Endpaint}
1721611
m [7| Evtendad Authantication BALITH)

Uszer|D-

Password: Fazzaord [confrml:

| <gak || MNewr | | Cancal |

Enter the Gateway to which the connection should be established. Could be an IP address

or DynDNS name.

IPsec Configuration



IPsec Configuration LANCOM

Comfigure the basic |Pzec: paramebers e

The basic [Pzec paiamel=iz can be spzalied heie. The IPsec negobators wil us= "aulomslic
mode’” which e pre-delimed [defzul] propoeals.

Ir the avant that uraquely definad IKE- / IPsec policies are to be wed, these can then be
dafined and azsigned wsing the policy editor under [Peec General Setfings.
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Set the Exchange Mode to main mode (IKEv1)
Set PFS Group to DH-Group 2 (1024 Bit)
Click Next

Local Identity (IKE)



LANCOM

Systems

LCammon Secret for Authenhcation

£ shen=d s=cret or pre-shaed key iz used to encwpt the connection. Thes then needs o be
identicaly configuied an both sdes (VPN diert and YN gatesap).

Erter the appropnabe value forthe IKE 10 according to the seleched |0 bpe.
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Delete the pre-shared keys

Set the Type to ASN1 Distinguished Name

Using the test certificates, copy the DN
/C=DE/ST=BW/L=NT/O=HAC/CN=LANCOMClient in the ID field
Click Next

IPsec Configuration - IP Addresses



IPsec Configuration - IP Addresses
s Ao iyl nce oo LANCOM

Systems

Spechy which IF addiess the cient is going ba uss. By selecing "Use IKE Conhg Mad=" the
dliert’s IP addvess is dunamically acsioned by the WPR galeway.

Fuithermore, defne where the DNS A WINS servers (F uzed| can be found
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Set the IP Address Assignment to Manual IP Address.

IPsec Configuration - Split Tunneling
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IPzec Configuration - Split Tunneling
Dehre the temabe IP rebworks bo be reached thicugh M
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Systems
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Define the remote IP network to be reached through the IPsec tunnel.
In our example 192.168.10.0/24.
Click Finish.

Profile Window



Available Profiles

Group:

[ <Mew Group [1]: - ] Group

Profile Mame Communication Medium — Default
[EAGLE20_x509 LAM |

Add ¢ Import

The new profile is created and displayed in the Profile window
Highlight the profile and click Edit.

Profile Settings
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Highlight IPsec General Settings in the left pane.
Click Policy Editor

IKE Policy Settings

IPgac Configuration
4 "§7 IKE Palcy
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|

Highlight RSA Signature in the IKE Policy
Click Edit
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Autherkcehon Encruphon [H Group
RSASignaluie  AES 123 Bil DH-Gircup 2 [1024 Bi|

Set Encryption to AES 128 Bit.
Set Hash to SHA.
Set DH Group to DH-Group 2 (1024 Bit)

Note: The specified encryption and hash algorithms must correspond to the settings in the
EAGLE

IPsec Policy Settings
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Highlight the entry ESP-AES128-MD5 in the IPsec Policy tree.
Click Edit.

ESPAES1ZESHA

Encryplian Authenticatan
AES 128 Bit SHa,

Change the Name to ESP-AES128-SHA.
Set Encryption to AES-128 Bit.

Set Authentication to SHA.

Click OK.

Close the IPsec Configuration window.

Select IKE and IPsec Policy
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Set the IKE Policy to RSA Signature
Set the IPsec Policy to ESP-AES 128-SHA

Policy Lifetimes
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Line M anageme 0

IPsec Gereral Setlings Gateway [Tunnel Endpoint}

fudvanced IPzec Options 172 16.106.201

Identiies

IPeen Addes: Assignment

Split Tunneing Policaas

T G verts [ -
IPgec Policy: [a.mmatic mode -]
Exch Mode: | main mode [IKEv1) -
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Flease enter e iz time for the validy of the IPsec secwe policies,

IKE Palicy:

% Lie Time [daps:hrsmnzec]:
fﬂl

IPsec Policy
Lée Type:
Lie Time [dayshrs min:sec).

Click the button Policy Lifetimes.

Change the IPsec Policy Life Time to 1 hour.
Click OK.

Profile Settings - Identities
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 Standard carficate configuration

from the configuralion above

Hee |

Navigate to Identities.
Select Standard certificate configuration.
Click OK.

Click Ok to close the Profile Window.

LANCOM Client configured
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Connection Configuration Log View Help

Profile: LConnection:

| EAGLE20_+509 - [ oW

T =% —_

~a 5.
o SeLP .

LANCOM
Sysbems

Statistics:

Time online: 00:00:00 | Timeout (sec): 0 sec

Data (Tx)in Byte: 0O Direction: -

Data (Rxt)in Byte: 0O Link Type: LAM

Speed (KByters): 0,000 Encrypticn:

The LANCOM Client configuration is finished

EAGLE20 Configuration
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Copyright (c) 2007-2012 Hirschmann Automation and Control CmbH
All rights reserved
EAGLE Release 5D

(Build date 201:

System Mame:

. Mode :

1. Switch the EAGLE20 into router mode
2. Set IP addresses of internal and external interface accordingly.
In our example: Internal Interface 192.168.10.1/24; External Interface: 172.16.1.1/24

Starting from a default configuration the CLI commands to configure the device via serial
connection are:

(Hirschmann Eagle) #network mode router

(Hirschmann Eagle) #network router param int ip-address 192.168.10.1

(Hirschmann Eagle) #network router param ext ip-address 172.16.1.1

3. Login to the webinterface of the EAGLE20 from the internal network (192.168.10.0/24)

VPN Configuration Web Interface
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1. Navigate in the web interface tree to Virtual Private Network -> Connections.

2. Create a new Entry.
3. Highlight the new entry and click Edit

VPN - Basic Settings
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Name the VPN connection.
Change to next tab Authentication.

VPN - Authentication - Import Certificate
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1. Select x509rsa.
2. Click on Load PKCS#12
3. Specify location of the AFF certificate and password. The password of the test certificates

is 'test'.
4. Click Copy from PC

Identities




Change the Remote Type to asnldn.

Copy the distinguished name of the LANCOM Client certificatein the field Remote ID.

In our example /C=DE/ST=BW/L=NT/O=HAC/CN=LANCOMClient

Change to the next tab Certificates.

VPN - Certificates
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After successfully imported the certificate in the previous step you'll get the content of the

PKCS#12 file displayed here.

Change to the next tab IKE (Key Exchange)

VPN - IKE (Key Exchange)



‘Basic Settmga | Aunentication | Conicatosl{ KE (Key Exchange) [Wsec (Data Exchange) | P Nistworka
Mode
Protocol m -

* Startup a3 respander -:
DFD Timecut 120

* Lifitime 800
Compatibitty Mode: 0

Key Agreemen! modplil2d w
Hash shat -

negrey nmacahal -

Encryption 808128 =

Pzers (Endponis)

Local P Agdress 1721611
Remots IP Addrags 172.16.1.143

[ maex |[ sat |
1. Set Startup as to responder.
2. The Lifetime should correspond to the LANCOM Client settings (8 hours) but is entered
here in seconds.
3. Set the encryption algorithms accordingly in our example:
Key Agreement: modp1024
Hash: shal
Integrity: hmacshal
Encryption: aes128
4. Set the Local IP Address to 172.16.1.1
5. Set the Remote IP Address to 172.16.1.143
Change to the next tab IPsec (Data Exchange)

VPN - IPsec (Data Exchange)
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Mode
Encapsulstion tunned -

Force NAT.T

* Lifelime 3800

Algorthms
Key Agreament jn'l'ld.pll}!‘ ':

Inb=grity .h.rm::hpl =5

Encryption jm123 -:

Cmeet |[ s
The Lifetime in seconds should correspond with the settings of the LANCOM Client (1 hour)
Set the encryption algorithms accordingly.
In our example:
Key Agreement: modp1024
Integrity: hmacshal
Encryption: aes128
Change to the next tab IP Networks

VPN - IP Networks
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1. Create a new Entry

Enter the following values:

Source Address: 192.168.10.0/24 (internal network EAGLE20)

Destination Address: 172.16.106.201/32 (virtual Address of LANCOM Client)
Policy: require (traffic is not routed if tunnel is down)

2. Click Set to write the changes on all tabs in the device

Click Back

Activate VPN Connection
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Activate the created VPN connection.

Click Set

Initialize Tunnel Setup
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Connection Configuration Log View Help

Prafile: Caonnection:
|EAGLE20_#509

Connection establizhed.

Systems

Statistics:

Time online: 00:01:09 | Timeout (sec)
Data (Tx)in Byte: 0O Direction:
Data (Fx) in Byte: 0 Link Type:
Speed (KBytefs): 0,000 Encryption:

1. Move the Connection slide to the right to initialize the tunnel setup.
You will get prompted to enter the certificate's pin. In our example 'test'
2. The connection should be established successfully.

LANCOM Advanced VPN Client - Log
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Connection Configuration Log View Help

2009202141945
20032012 141945
2003202141345
A E2N2141945
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LN E= By B 1R
0032021203
0032002142057
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Pl hen e E b R |
0.0 1A
20032002 14:21-24
20820214224
2009200214224
20.09. 2002 142127

IPSec: Cigaled an IPSEC S& with the lolowing charsctenzlics -

IS rcRiange=[172 16,106 201172 16.105.201 L pDsiRange={1 92 163 10.0-192.158.10.255] IpPral=0, .

IP5ec: connached: LifDuration in Seconds = 2520 and i KikBybes =0
IPS ec: Conneched o EAGLE 21_«504 on channel 1

FPPllpep) connected la EAGLE20 £50% wilk IP Addiess: 17218108200
SUCCESS: IpSec connacton ready

Ik HOTIFY
lkes HOTIFY
Ik HOTIFY
lker MOTIFY
Il MOTIFY
lke HOTIFY
Ik HOTIFY
lker MOTIFY

EAGLE 204509
EAGLE2D »50H
EAGLE20 503
EAGLE20_550
EAGLE 204509
EAGLE 20 »50H
EAGLE20_50
EAGLE20_5508

: RECEIVED : KOTIFY_MSG_R_U_HERE : 36135
; SENT - MOTIFY_MSG_FA_UU_HERE_ACK : 3137
s RECEIED : MOTIFY_MSG_F_U_HERE : 96135
: SENT : NOTIFY_MSG_R_U_HERE_ACK : 36137
: RECEIVED : KOTIFY_MSG_R_U_HERE : 36135
: SENT - MOTIFY_MSG_FA_U_HERE_ACK : 3137
:RECEIED : KOTIFY_MSG_R_U_HERE : 96135
: SENT - NOTIFY_MSG_R_U_HERE_ACK : 36137

FPP|Lzpl: Dismomnect causs - IRACTITY TIMEOUT:

IPSec: Dizconnecing from EAGLE20_508 an charne 1
IPS e Disconnecing lom EAGLE2D +508 on charns T
P53 ez Digconnected from EAGLE 20_4509 on chaanal 1.

| DesiSceen || Ciestefle |

Select Log -> Logbook

EAGLE20 - Logfile
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Al [ None
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In the EAGLE20 web interface navigate to Diagnostics -> Events -> Event Log.
Make sure that all events or at least the category IPsec and VPN VPN is checked, then
click Show Events

EAGLE20 Event Log



Event Log

Hirschmann EAGLE Security Device

System softwarer EAGLE SDV-05.2.00 2012-02-28 17:15 RAM: SDV-05.2.00 2012-02-28 17:15 BAK: SDV-05.1.00 2011-06-07 11:27
Network operation modz; Router Mode

Network internal mterface IP address: 192.168.10.1 MAC address: ec:e3:55:15:47:24

Network external mterface [P address: 172.16.1.1 MAC address: ecze5:35:15:47:25

System name: EAGLE-15DT724

System uptime: 0 days 0 hours 16 minutes 26 seconds

System local tme: 20120020 14:33:43

Entrynumber: Time [Taskname, Severity, Facility, Errorcode]  Eventinformation

1: 2012-00-20 14:21:43 [tSnmpTrapTask, NOTICE, SNMP, Ox01FBO036] SNMP trap - send vpaDowm trap done.
2012-09-20 14:2143 [(VprMain, NOTICE, VPN, 0x020000A3] VPN connection | is DOWN

2012-09-20 14:21:40 [tHmLog, NOTICE, Syslog, 0x01F60003] Thers were 1 additional message(s) of the last entry
: 2012-00-20 14:21:16 [tHmLog, NOTICE, Syslog, 0x01F60003] There were 1 additional message(s) of the last entry

e B

w

2012-08-20 14:20:32 [tHmLog, NOTICE, Sysbog, 0x01F60003] There were | addifional message(s) of the last entry
2012-09-20 14:20:08 [fpcom_syslogd, NOTICE, VPN, 0x01FG0001] OS-Log "VPN-1 recefved notification R-U-THERE-ACE"
T 2012-09-20 14:19:45 [tSnmpTrapTask, NOTICE. SNMP, (x01FBO0035] SKMP trap - send vpaUp trap dons.

- 2012-00-20 14:19:45 [tVpoMam, NOTICE, VPN, (x02000042] VPN connection 1 s 'UP!

=,

0: 2012-00-20 14:18-44 [ipcom_syslogd, NOTICE, VPN, 0x01FG0001] OS-Log "VPN-1 quick mode exchange done in 235 ms (peer; 172.16.1,143, message ID:
448E0008)"

10 2012-09-20 14:19:44 [ipcom_svslogd, NOTICE, VPN, 0x01F60001] O5-Log "New exchange started (QUICK._MODE with Message ID: 1149803416)°

11: 2012-00-20 14:19-44 [ipcom_syslogd, NOTICE, VPN, Ox01F80001] OS-Log "VPN-1 Mam mode exchange done i 520 ms (peer: 172.16.1.143, Message 1D
0

12: 2012-09-20 14:19-44 [ipcom_syslogd. NOTICE. VPN, 0x01F60001] OS-Log "VPN-1 recsived notification INTTIAL-CONTACT"
13: 2012-09-20 14:18:43 [ipcom._svslogd, NOTICE, VPN, 0x01F60001] OS-Log "New exchange started (ID_PROT with Message ID: 0)'

E VPN 0x0200000C1 VPN connection | activated successfully




