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1. Interoperability test document between BAT-
Controller Virtual and BAT-Controller WLC

This lesson describes step by step how to achieve a “cluster sync” in between BAT-Controller
Virtual and BAT-Controller WLC which is similar to the cluster sync in between BAT-WLC, and how
to configure the "config synchro function” between controllers with the same license.

Here we create a cluster with BAT-Controller Virtual and BAT-WLC located in the same LAN.
BAT-WLC with IP address: 192.168.11.42/24
BAT-Controller Virtual with IP address: 192.168.11.43/24

192.168.11.40/24

11.42 /24 11.43 /24

Figure 1.

Later we'll configure the config synchro function between the controllers to synchronise the part of
the configuration related to the profiles and the managed Aps.

2. Introduction

As an example, the configuration is done using Controllers:

BAT-Controller WLC (192.168.11.42) represents the device with the root-CA and,

BAT-Controller Virtual (192.168.11.43) is the device which obtains a certificate from the root-CA in
order to issue further certificates as a sub-CA from WLC.

BAT-Controller Virtual (192.168.11.44) is the 3™ device which obtains a certificate from the root-CA
in order to issue further certificates as a sub-CA from WLC.

In order to operate multiple WLAN controllers in a WLC cluster, they must all have identical
configurations. This also includes the certificates used within the WLC cluster. The solution lies in
establishing a certificate hierarchy, also known as a CA hierarchy: This involves defining the CA of a
WLC as the root-CA and the other BAT-Controller Virtual retrieve this certificate for their sub-CA.

Here BAT-WLC acting as a root ca creates a certificate with issuer: /CN=WLC_MAIN
CA/O=Hirschmann Automation and Control GmbH/C=DE
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adnin@BAT-HLC_F7/577D:/
» show ca cert
File /minifs/scep_ca_pkcsl2_int was read successfully

Ne CA Chain availablel

Certificate:
Data:
Yersion: 3 (0x2)
Serial Number: 7238862 (0xGeidce)
Signature flgorithm: sha?2S56WithRSAEncryption
Issuer: ([CN=HLC_MAIN CA.0=Hirschmann Automation and Control GmbH.C=DE]

BAT-Controller Virtual acting as a sub ca retrieve this certificate which can be verified as below:

adnin@BAT-Controller Yirtual 5201B0D:/

» show ca cert

File /flash/security/scepca/scep_ca_pkesl2_int was read successfully
Stack consists of 2 certificates., showing only CA certificates

Certificate 1:

Certificate:
Data:
Yersion: 3 (0x2)
Serial Number: ?238862 (0xBeldce)

Signature A
Issuer: | CN=WLC HHIN ChA,0=Hirschmann Automation and Control GmbH,C= Da

Certificate:

Data:
Yersion: 3 (0x2)
Serial Number: 2080783 (0x1fc00f)

Signature Algorithm: sha2%6WithRSAEncryption
Issuer: CN=WLC_MAIN CA.0=Hirschmann Automation and Control GmbH,C=DE
Yalidity

Not Before: Nov 20 15:51:01 2020 GMT

Not After : Mow 18 15:50:37 2030 GMT
Sub ject {{ CN=HLC_SUB CA.0=Hirschmann Automation and Control GmbH.C= DE]

Subject Public Hey Info:

3. Preliminary step

» Update the controllers to the latest Firmware and reset the controllers to Default
Configuration.
» Make the controllers reachable via IP address.
Refer to the lesson "How to give an Open BAT or a WLC an IP address?" if necessary.
» Synchronize the time between the controllers.
Refer to the lesson "How to set the date and time on an Open BAT or a WLC" if necessary.
» Make sure both the controllers are reachable to each other.

4. Creating cluster between BAT-Controller WLC
and BAT-Controller Virtual
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Configure BAT-Controller WLC as Root CA
B uJJ Configuration \Ly mnu
& Management 4J Logout Search e
‘® WLAN Controller
@ Interfaces Cert, authority (CA) Cerificate handiing SCEP Client CRL
(¥} Date & Time [~
(9 Log & Trace
& Gommuncation Certficate authority (CA) active
2 IPvd
2 1P
@IF Router CA hierarchy
2 FRoutng proloco 0 Tris device s the root ertifcate authority (Root CA
) FirewallQoS is device is the root certificate authority (Root CA).
s VPN This device is a sub certificate authority (Sub CA).
R Certilicates
Path length
@ Cert. authority (CA) eheng 1 (max. 5 characters)
il Cerficate handiing Automatically request a certificate for this sub-CA
% sha::enge table This menu contains all of the settings you need for refrieving a certificate for the sub-CA.
Tolile

Configuration > Certificates > Cert. authority (CA)
> In the CA hierarchy menu, select "This device is the root certificate authority (Root CA).

Configure CA/RA certificates in BAT-Controller WLC

L ] Templates
¥ SCEP Client CARA cettfcates
# CRL
/Public-Spot Set here the certificate parameters as used by the CA or RA (Registrafion Authority).
2 RADIUS CA Distinguished Name JCN=WLC_MAIN CA/O=Hrschmann Automation ¢ ‘(max. 251 characters)
() Miscellaneous Senvices RA disinguished JCN=WLC_MAIN RA/O=Hirschmann Automati 251 charact
. stinguished name = = ¢ (max.
" Q HLCOS Wenu Tee g o jrschmann Automation ¢ |(max. 251 characters)
& Status Subject alt. name (SAN) (max. 251 characters)
) Set
d _euD Key length 2048 ¥
(1} Firmware
f Other Validy period 3650 days (ma. 5 characters)
R T
e managemejr Update before 4 days (ma. 2 characrs)
) Perform a Fimware Uploao
i Save Configuration Registration-Authority: Enable auomatic approval (RA Auto-approve)
[ T T,

Configuration > Certificates > Cert. authority (CA)

> In the menu CA/RA certificates, customize the name of the certificate authority (CA) and the
registration authority (RA). In our example for the CA: /CN=WLC_MAIN CA/O=Hirschmann
Automation and Control GmbH/C=DE
For the RA: /CN=WLC_MAIN RA/O=Hirschmann Automation and Control GmbH /C=DE
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Set a challenge password on BAT-Controller WLC

ﬂ']' sz Configuration \D) |'|||'ﬂ
£ Management i Logout Search P
9 WLAN Conlroller y ! ) g
& s Crtcateharcing IS I
) Date & Time
U Log & Trace
4 Commuicaion Certicate issuing
§ P

$ P Set here fhe certiicate parameters used for SCEP requests.
B 1P Router Validity period 365 days (ma. 5 characters)
@ Routing protocols
& Fiowall0os ettt (e, 16 charactrs)
By VPN (Repeal)
G Cerlfes General challnge password (max. 16 charactrs)
& Cert. authorty (CA)
il Cericate handing Here you can create individual challenge passwords.
% ] Challenge table Challenge table

Configuration > Certificates > Certificate handling
Set a General challenge password (in our example: Incedo123")

This password is used when certificates must be issued via SCEP (Simple Certificate Enrollment
Protocol) which is the case when configuring 2 controllers in a cluster.
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Configure BAT-Controller Virtual as Sub CA

B |9) Configuration
‘%3 Management

@ nn

4j Logout Search ABELD

'® WLAN Controller

\} Interfaces

1¥) Date & Time

1D Log & Trace

2 Communication

@ IPvd

Q2 IPve

3 1P Router

¢ Routing protocols

3 Firewall/QoS

By VPN

+ R Certificates

@ Cert. authority (CA)

[3-i@ Certificate handiing
] Challenge table
1 Profile
L] Templates

# SCEP Client

% CRL

B v Public-Spot

B i@ RADIUS

B

Cent. authority (CA)

Certificate handling SCEP Client CRL

Certificate authority (CA) active

CA hierarchy
This device is the root certificate authority (Root CA).
© This device is a sub cerlificate authority (Sub CA).
Path length 1 (max. 5 characters)

Automatically request a certificate for this sub-CA

This menu centains all of the settings you need for retrieving a certificate for the sub-CA.

Root CA connection

These propetties are needed to connect to the root CA.

Address (URL) http://192.168.11.42/cgi-bin/pkiclient.exe (max. 251 characters)
i [ Miscellaneous Services
B G HILCOS Menu Tree CADN JCN=WLC_MAIN CA/O=Hirschmann Automation ¢ |(max. 100 characters)
& stats Challenge password Incedo123 (max. 16 characters)
2 Setup

Configuration > Certificates > Cert. authority (CA)

> In the CA hierarchy menu, select "This device is a sub certificate authority (Sub CA). Check
the box "Automatically request a certificate for this sub-CA”".

> For Root CA connections enter: http://[IP address of the Root CA]/cgi-bin/pkiclient.exe In our
example: http.//192.168.11.42/cqgi-bin/pkKiclient.exe

> For CADN, enter the name of the CA (as configure on BAT-Controller Virtual at the step "
Configure CA/RA certificates in BAT-Controller Virtual") .In our example: /CN=WLC_MAIN
CA/O=Hirschmann Automation and Control GmbH /C=DE

» Enter the password configured on the BAT-Controller Virtual at the step "Set a challenge
password on BAT-Controller Virtual”. In our example : “Incedo123"

Configure CA/RA certificates in BAT-Controller Virtual

£ Frowall o
I A et
3+ 3 Cetcales
- § et oy 04 Set ere he certfcate parameters a5 used by the CA or RA (Regisraion Authory)
- Cetcte hading CA Distguifed Name [CN=WLC SUB CAJO<Hirschmann Automation an s, 251 oharatrs)
] Onalenge e L : :
BP a”engea "1 Ahdsigistedrane JCN= WL SUB RA/0=Hirschmann Automtion &n . 25 herales)
nfle
] Templls Subject al. name (SAN) [ma. 251 characers)

Configuration > Certificates > Cert. authority (CA)

> In the menu CA/RA certificates, customize the name of the certificate authority (CA) and the
registration authority (RA). In our example for the CA: /CN=WLC_SUB CA/O=Hirschmann
Automation and Control GmbH /C=DE For the RA: /CN=WLC_SUB RA/O=Hirschmann
Automation and Control GmbH /C=DE. Apply the settings.
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Enter IP address of BAT-Controller Virtual in the static WLC list
of BAT-Controller WLC

3+ [ Configuration

¥ Management 4J Logout Search
=~ '@ WLAN Controller
2 General General Profiles AP Configuration AP Update
— [J) Static WLC list —
— ) WLC discovery
2 Profiles Static WLC list

— [ ] Logical WLAN networks
— [} Physical WLAN parame
— [J) WLAN profiles

— [] RADIUS profiles

IP address  Source addr. Port
o 192.168.11.43 1027

Configuration > WLAN Controller > General > Static WLC list

» On BAT-Controller WLC, enter the IP address of BAT-Controller Virtual: 192.168.11.43
» The port in use per default is 1027

Enter IP address of BAT-Controller WLC in the static WLC list of
BAT-Controller Virtual

B [Z) Configuration
%3 Management 43 Logout Search
—= @ WLAN Controller

=@ General General Profiles AP Configuration AP Update
— () Static WLC list [}=
— [_]] WLC discovery
- @ Profiles Static WLC list

— ] Logical WLAN ne
— 7] Physical WLAN IP address  Source addr. Port

— (3] WLAN profiles # 192168.11.42 1027
— _] RADIUS profiles

Configuration > WLAN Controller > General > Static WLC list

» On the BAT-Controller Virtual enter the IP address of BAT-Controller WLC : 192.168.11.42
» The portin use per default is 1027
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Enable the clustering on the BAT-Controller WLC

f']' lfj Configuration

#; Management 4J Logout Search
= @ WLAN Controller

o~ @ Generd General Profles AP Configuration AP Update Stations/LEPS 802.11u Options
| Staic WLC st
__] WLC discovery
| & ¢ Profles Wireless LAN confroller
W AP Configuration
@ AP Update

£ StaonslLEPS [ Wireless LAN controller enabled ]

0 802.11u Accept new AP over WAN connection only via VPN ~

.
4 Optons Automatcally aceept new APs (Autozceep)
- (3 Intefaces

) Dale & Tine Automatically provide APs with a default configuration
B Log& Trace Synchronize main device password

Here you define the basic parameters for your wireless LAN controller (WLC).

¢ Communicaion
& Pv

P WLG connections
1P Rt (@ WLG tumnel acive ]
¥ Routing protocols WLC data tunnel active
&} Frewall QoS Static WLC lst

By VN WLC discovery

LB Aol

Configuration > WLAN Controller > General

» Check the box "Wireless LAN controller enabled”
» Check the box "WLC tunnel active”.

We must now make sure that the WLCs find each other, there are 3 options:
> If they are in the same LAN, "WLC discovery" can be used.
> Ifthey are in different LANs, Check additionally "WLC data tunnel active" and enter them
statically in "Static WLC list..."
> If they are in the same LAN but you prefer to enter them statically, let the box "WLC data
tunnel active" unchecked and enter them statically in "Static WLC list..."

Apply the settings.
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Enable the clustering on the BAT-Controller Virtual

f']' lfj Configuration

#; Management 4J Logout Search
= @ WLAN Controller

o~ @ Generd General Profles AP Configuration AP Update Stations/LEPS 802.11u Options
| Staic WLC st
__] WLC discovery
| & ¢ Profles Wireless LAN confroller
W AP Configuration
@ AP Update

£ StaonslLEPS [ Wireless LAN controller enabled ]

0 802.11u Accept new AP over WAN connection only via VPN ~

.
4 Optons Automatcally aceept new APs (Autozceep)
- (3 Intefaces

) Dale & Tine Automatically provide APs with a default configuration
B Log& Trace Synchronize main device password

Here you define the basic parameters for your wireless LAN controller (WLC).

¢ Communicaion
& Pv

P WLG connections
1P Rt (@ WLG tumnel acive ]
¥ Routing protocols WLC data tunnel active
&} Frewall QoS Static WLC lst

By VN WLC discovery

LB Aol

Configuration > WLAN Controller > General

» Check the box "Wireless LAN controller enabled”
» Check the box "WLC tunnel active”.

We must now make sure that the WLCs find each other, there are 3 options:
> If they are in the same LAN, "WLC discovery" can be used.
> Ifthey are in different LANs, Check additionally "WLC data tunnel active" and enter them
statically in "Static WLC list..."
> If they are in the same LAN but you prefer to enter them statically, let the box "WLC data
tunnel active" unchecked and enter them statically in "Static WLC list..."
Apply the settings.
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Check the controller state at BAT-Controller WLC

adnin@BAT-WLC_F75770:/
» 1s Status/HLAN-Management /

AP-Configuration MENU -
AP-Status MEMNU -
Central-Firmware—Management MENU -
Client-Steering MENLU -
HLC-Cluster MENLU -
Hireless-ID5 MEML -
AP-Connections TABINFO: 128 x [Job.AP-LAN-MAC ,IP-Address...1
Failover—-AP-Data—Connections TABINFO: % = [IP-Address.MAC-Address.Port...]
Net-Count TABINFO: 0+ = [Name . SSID.Num—-Radios...]
Networks TABINFO: O+ x L[BSSID.AP-LAN-MAC,AP-HWLAN-MAC...]
PHK-Caching TABINFO: € x [Supplicant.S5SID...]
Scan-Results TABINFO: O+ x L[BSSID.AP-Name.IP-Address...]
Seen-Clients TABINFO: 0+ x [Client-MAC,AP-LAN-MAC , AP-Name, . .1
Station—-Table TABINFO: 0+ x [Client—-MAC.AP-HLAN-MAC. .1
HLC-Bridge-Interfaces TABINFO: 33 = [Bridge-Interface...]
Client—-Count INFO- 0
Client-Count-24GH=z INFO: 0
Client-Count-5GH=z INFO: 0
Connected-expected-AP INFO: 0
Connected-managed—AP INFD: 0

= = INED - (4]
Controller-5tate INFO: Ready ]

Connect per telnet and verify the controller state at path:

Is /Status/WLAN-Management

Check the controller state at BAT-Controller Virtual

admin@BAT-Controller_Yirtual _5201B0:/

» 1ls /Status/HLAN-Management/

AP-Configuration MENU :

AP-Status MENU :

Central-Firmware-Management MENU -

Client-Steering MENLU -

HLC-Cluster HMENL :

Hireless-IDS MEMNL :

AP-Connections TABINFO: 128 = [Job.AP-LAN-MAC . IP-Address...]
Failover—-AP-Data—-Connections TABINFO: & x [IP-Address . MAC-Address.Port...]
Net-Count TABINFO: O+ x [Name.SSID.Mum-Radios...]
Networks TABINFO: O+ x [BSSID,AP-LAN-MAC, AP-WLAN-MAC, ..]
PHK-Caching TABINFO: © x [Supplicant,55ID,..]
Scan-Results TABIMFO: O+ x [BSSID,AP-Name,IP-Address,..]
Seen—-Clients TABINFO: O+ x [Client-MAC.AP-LAN-MAC.AP-Name. ..]
Station—Table TABINFO: 0+ x [Client—MAC.AP-HWLAN-MAC. ..]
HLC-Bridge-Interfaces TABINFO: 33 x [Bridge-Interface...l
Client-Count INFO- ]

Client-Count-24GH=z INFO: ]

Client-Count-5GH=z INFO: ]

Connected-expected-AP INFO- 0

Connected-managed-AP INFO: 0

Connected-new AP INFO: 0

Controller-5State INFOD: Ready ]

Connect per telnet and verify the controller state at path:

Is /Status/WLAN-Management
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Enable the "Certificates authority (CA) active on BAT-Controller
WLC

+ ) Configurafion
¥ Management 4J Logout Search
@ WLAN Controller
(3 nacs PO W Cerfcatehanding | SCEPCient | CRL
%) Date & Time B
D Log & Trace

¥ Communication
9§ Pt

9P
1P Brufer oy

(7 Certfcate authoriy (CA) acive )

Configuration > Certificates > Cert. authority (CA)
> Enable Certificate authority (CA) active at BAT-Controller WLC.

Enable the "Certificates authority (CA) active on BAT-Controller
Virtual

- _&_’j Configuration
3 Management 4J Logout Search
2 WLAN Controller
&_3 Interfaces Cert. authority (CA) Certificate handling SCEP Client CRL
(¥} Date & Time B
(® Log & Trace
i conmnEon (¥ Corfcate authorty CA) actve )
Vi

2 P
@3 1P Rruttar —-

Configuration > Certificates > Cert. authority (CA)
> Enable Certificate authority (CA) active at BAT-Controller Virtual.
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Verify that certificate has been created for BAT-Controller WLC

HILCOS Menu Tree
¢ Setup
) Certificates
<) SCEP-Client

Certificates

Name CADN Subject ChallengePwd|$

x CONTROLLER /CN=WLC_MAIN CA/O=Hirschmann Automation and Control GmbH/C=DE CN=00:0¢:29:52:d1:bd/O=Hirschmann Automation and Control GmbH/C=DE

# RADIUS /CN=WLC_MAIN CA/O=Hirschmann Automation and Control GmbH/C=DE /CN=RADIUS SERVER

/O=Hirschmann Automation and Control GmbH/C=DE

BAT-WLC_F75%77D0. Connection No.: 002 (LAN)

admin@BAT-HWLC_F7577D:/
» show ca cert
File /minifs/scep_ca_pkcsl2_int was read successfully

Ne CA Chain availablel

Certificate:
Data:
Yersion: 3 (0x2)
Serial Number: 7238862 (0xGe/7dce)

Signature ﬁl[ga_tllhr_ﬂ.h.ﬁZE.ﬁ.Hl.LhBSE.Ennmljan
Issuer: [CN=HLC_MAIN CA.0=Hirschmann Automation and Control ﬁmbH.E—Dﬂ

Yalidity

Not Before: Dec 6 01:13:07 2020 GMT

Not After : Dec 4 01:13:07 2030 GHMT
Sub ject: CN=HLC_MAIN CA.0=Hirschmann Automation and Control GmbH.C=DE
Sub ject Public Hey Info:

Public Key Algorithm: rsabncryption

Public-Hey: (2048 bit)

Hodulus:
00:b6:77:Ta:45:9b:c9:e?:ee:8e:12:50:94:8e:7d:
8f:0f-0%:60:94:5¢c:b8:7f:8a:39:86:58:93:F0:d3:
B1:ba:17:b2:12:3F:b2:66:5b:7c:5F :2b:d4:e5:21:
16:c6:89:2e:ab:da:cd:0b:ab:42:1e:6e:46:28:ae:

To verify created certificates on BAT-Controller WLC, it can be verified at path :

HiLCOS Menu Tree > Setup > Certificates > SCEP-Client > Certificates

And by connecting telnet session and type the command: show ca cert.
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Verify that BAT-Controller Virtual has retrieved the certificate
correctly from the Root CA

HILCOS Menu Tree
¢ Setup
< Certificates
+J SCEP-Client

Certificates

Name CADN Subject ChallengePwd Si

N

7
3 SCEP cA [CN=WLC_MAIN CA/O=Hirschmann Automation and Control GmbH/C=DE /CN=WLC_SUB CA/O=Hirschmann Automation and Control GmbH/C=DE  *
x CONTROLLER /CN=WLC_SUB CA/O=Hirschmann Automation and Control GmbH/C=DE 'CN=00:80:63:(7:57:7d/O=Hirschmann Automation and Control GmbH/C=DE *

¥ RADIUS [CN=WLC_SUB CA/O=Hirschmann Automation and Control GmbH/C=DE /CN=RADIUS SERVER
\_ /0=Hirschmann Automation and Control GmbH/C=DE

adnin@BAT-Controller Virtual 5201BD:/

» show ca cert

File /flash/security/scepca/scep_ca_pkesl2_int was read successfully
Stack consists of 2 certificates. showing only CA certificates

Certificate 1:

Certificate:
Data:
Version: 3 (0x2)
Serial Number: ?233352 (0xBeldce)

Signature Al SAEncryption
Issuer: [CN=MWLC HHIH Ca.0= Hirschmann Automation and Control GmbH.C= DE]

Validity

Not Before: Dec 6 01:13:07 2020 GMT

Not After : Dec 4 01:13:07 2030 GMT
Sub ject: CN=WLC_MAIN CA.0=Hirschmann Automation and Control GmbH_C=DE
Sub ject Public Key Info:

Certificate:
Data:
Yersion: 3 (0x2)
Serial Number: 2080783 (0x1fc00f)
Signature Algorithm: sha2%6WithRSAEncryption
Issuer: CN=WLC_MAIN CA.0=Hirschmann Automation and Control GmbH,C=DE
Yalidity
Not Before: Nov 20 15:51:01 2020 GMT
Not After : Nov 18 15:50:37 2030 GMT
Sub ject : (CN=HLC_SUB CA.0=Hirschmann Automation and Control GmbH.C=DE ]
Subject Public Hey Info:

To verify created certificates on BAT-Controller Virtual, it can be verified at path: HILCOS Menu Tree
> Setup > Certificates > SCEP-Client > Certificates

And by connecting telnet session and type the command: show ca cert.

2 certificates will be displayed. The first one is the certificate of the root CA and the second one is
the certificate of the sub-CA.
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Verify that the cluster is active

HILCOS Menu Tree

-p Status
<P WLAN-Management
WLC-Cluster
| WLC-Connections 8 x [IP-Address MAC-Address,Port, Result Name, State,..]
| WLC-Discovery 8+ x [Network, Active,Port]

¥ Active-Connections 1
¥ Number-of-WLC-Conn. 1
% WLC-Data-Tunnel-active No
&% WLC-Tunnel-active Yes

Check number of active wic-connections and controllers recognise the other members of the
cluster at path:

HILCOS Menu Tree > Status > WLAN Management > WLC-Cluster.

Verify that the cluster is UP and in running state

HILCOS Menu Tree
) Status
<P WLAN-Management
9 WLC-Cluster

WLC-Connections

IP-Address MAC-Address Port Result Name State Firmware-Version PMTU
192.168.11.43 00:80:63:17:57:7d 1027 Success BAT-WLC_F7577D Run 10.32.5370/07.11.2020 1500

Check number of active wic-connections and controllers recognise the other members of the
cluster at path:
HiLCOS Menu Tree > Status > WLAN Management > WLC-Cluster > WLC-Connections.
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5. Config Synchro function between BAT-
Controller WLC and BAT-Controller Virtual

Generate Config Sync certificate on BAT-Controller WLC

HILCOS Menu Tree
& Setup
J Certificates
) SCEP-Client
Certificates
Name CONFIGSYNC
CADN JCN=WLC_MAIN CA/O=Hirschmann Automation a1 (max. 251 characters)
Subject /C=DE /O=CUST /CN=192.168.11.42 (max. 251 characters)
ChallengePwd (max. 251 characters)
(Repeat)
ChallengePwd (max. 251 characters)
SubjectAltName (max. 251 characters)
KeyUsage (max. 251 characters)
Extended-KeyUsage (max. 251 characters)
Device-Certificate-Keylength 2048 (max. 10 characters)
Application ConfigSync =

HILCOS Menu Tree > Setup > Certificates > SCEP-Client > Certificates > Add

Name: CONFIGSYNC (but give the most relevant name for you)
CADN: Distinguished Name configured as Certification authority.
In our example: /CN=WLC_MAIN RA/O=Hirschmann Automation and Control GmbH /C=DE

Subject: Fullfill the line following our detailed example:

/C: country (in our example, DE for Deutschland)

/ST: state

/L: locality

/0: organisation (in our example "CUST")

/OU: organisation unit

/CN= Common Name. Enter the WLC IP address (in our example 192.168.11.42 which is the
IP address of WLC)

The subject in our example: /C=DE /O=CUST /CN=192.168.11.42

YVVVYVY

ChallengePwd: Enter the challenge password configured in "General Challenge Password" on the
root CA (described while creating cluster i.e “Incedo123")
Device-Certificate-Keylength: 2048

Apply the setting.
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Generate Config Sync certificate on BAT-Controller Virtual

HILCOS Menu Tree
< Setup
<~ Certificates
) SCEP-Client
Certificates
Name CONFIGSYNC
CADN JCN=WLC_MAIN CA/O=Hirschmann Automation a/ | (max. 251 characters)
Subject JC=DE JO=CUST /CN=192.168.11.43 (max. 251 characters)
ChallengePwd . (max. 251 characters)
(Repeat)
ChallengePwd . (max. 251 characters)
SubjectAltName (max. 251 characters)
KeyUsage (max. 251 characters)
Extended-KeyUsage (max. 251 characters)
Device-Certificate-Keylength 2048 (max. 10 characters)
Application ConfigSync =

HiLCOS Menu Tree > Setup > Certificates > SCEP-Client > Certificates > Add

Name: CONFIGSYNC (but give the most relevant name for you)
CADN: Distinguished Name configured as Certification authority.
In our example: /CN=WLC_MAIN RA/O=Hirschmann Automation and Control GmbH /C=DE

Subject: Fullfill the line following our detailed example:

/C: country (in our example, DE for Deutschland)

/ST: state

/L: locality

/0: organisation (in our example "CUST")

/OU: organisation unit

/CN= Common Name. Enter the IP address (in our example 192.168.11.43 which is the IP
address of BAT-Controller Virtual)

The subject in our example: /C=DE /O=CUST /CN=192.168.11.43

VVVVYYVYY

ChallengePwd: Enter the challenge password configured in "General Challenge Password" on the
root CA (described while creating cluster i.e Incedo123)

Device-Certificate-Keylength: 2048

Apply the settings.
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Verify Config Sync certificate on BAT-Controller WLC

HILCOS Menu Tree

7 Status

) Certificates

Device-Certificates
Filename configsync_pkcsi2
Application ConfigSync
Available Yes
Expires 12/06/2021 01:13:18
Issued 12/06/2020 01:13:18
Key-Usage
Extended-KeyUsage
SubjectAliName
Issuer CN=WLC_ MAIN CA,O=Hirschmann Automation and Control GmbH,C=DE
Subject C=DE,O=CUST,CN=192.168.11.42

HiLCOS Menu Tree > Status > Certificates > Device certificates

Application: "ConfigSync"
» A Certificate for the application "ConfigSyc" must be available.

Verify Config Sync certificate on BAT-Controller Virtual

HILCOS Menu Tree

< Status

- J Certificates

Device-Certificates
Filename configsync_pkesi2
Application ConfigSync
Available Yes
Expires 12/06/2021 01:13:52
Issued 12/06/2020 01:13:52
Key-Usage
Extended-KeyUsage
SubjectAltName
|lssuer CN=WLC_MAIN CA,O=Hirschmann Automation and Control GmbH,C=DE
Subject C=DE,0=CUST,CN=192.168.11.43

HiLCOS Menu Tree > Status > Certificates > Device certificates
Application: "ConfigSync"
» A Certificate for the application "ConfigSyc" must be available.
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Configure the cluster group members in BAT-Controller WLC
HILCOS Menu Tree
) Setup
¥ Config
< Sync
“ New-Cluster

Group-Members

Idx. Address

H1 192.168.11.43
H2 192.168.11.42

HiLCOS Menu Tree > Setup > Config > Sync > New-Cluster > Group-Members

Configure the cluster group members in BAT-Controller Virtual

HILCOS Menu Tree
) Setup
¥ Config
“J Sync
“J New-Cluster

Group-Members

Idx. Address

1 192.168.11.43
H2 192.168.11.42

HiLCOS Menu Tree > Setup > Config > Sync > New-Cluster > Group-Members
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Configure the configuration parts to be synchronised (1/2) in
BAT-Controller WLC

HIiLCOS Menu Tree
M Setup
—p Config
< Sync
M New-Cluster

Menu-Nodes

Idx. Include Path SNMP-OID
€1 Include /Setup/Config/Sync/New-Cluster 2.11.51.2

HiLCOS Menu Tree > Setup > Config > Sync > New-Cluster > Menu-Nodes

As per default there is already 1 entry related to the config sync function configuration.
Let it in the list, it means that each time a config change will be done on a controller regarding the
config sync configuration, the change will be automatically reported on the other controller.

Select Add.

Configure the configuration parts to be synchronised (2/2) in
BAT-Controller WLC

HILCOS Menu Tree
&P Setup
< Conlig
< Sync
“J New-Cluster

Menu-Nodes
ldx. 2 (max. 5 characters)
Include Include ~
Path /Setup/WLAN-Management/AP-Configuration | (max. 127 characters)
SNMP-0ID 2

Enter a new Index.

Select Include or Exclude (in our example, include). Exclude could be chosen if we choose to
synchronise a whole menu excluding a sub-menu.

The configuration related to the profiles and the AP configuration is located under:

/Setup/WLAN-Management/AP-Configuration
In our example we don't want to synchronise more parts of the configuration.
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Enable the Config Synchro function in BAT-Controller WLC

HILCOS Menu Tree
< Setup
¥ Config
< Sync

Operating

Operating Yes ~
HiLCOS Menu Tree > Setup > Config > Sync > Operating

Select Yes

Enable the Config Synchro function in BAT-Controller Virtual

HILCOS Menu Tree
7 Setup
“§ Config
¥ Sync

Operating

Operating Yes ~

HiLCOS Menu Tree > Setup > Config > Sync > Operating
Select Yes

Launch the config Synchro on BAT-Controller WLC

HiLCOS Menu Tree
- Setup
¥ Config
“J Sync
- New-Cluster

Launch

Enter here any additional arguments for the command you are about to execute:
Arguments

HiLCOS Menu Tree > Setup > Config > Sync > New-Cluster > Launch
Select Execute (no arguments needed)
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Launch the config Synchro on BAT-Controller Virtual

HiLCOS Menu Tree > Setup > Config > Sync > New-Cluster > Launch
Select Execute (no arguments needed)

Check the config Sync Status on BAT-Controller WLC
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State must be OK at path: HILCOS Menu Tree > Status > Config > Sync

Config Sync feature verification between BAT-Controller WLC
and BAT-Controller Virtual

Creating Logical profile on BAT-Controller WLC

- [#) Configuration

¥; Management 4j Logout Search
—}= @ WLAN Controller
§ General Profiles AP Configuration AP Update Stations/LEPS 802.11u Options
= Prafiles
— ) Logical WLAN networks (SSIDs)
] Physical WLAN parameters
— ) WLAN profiles
— [ RADIUS profiles Network i Indet
) Connect VLAN  VLAN Key 802.1X RADIUS Frequency )
— (ZJ Wireless-1DS D | REAT n;;:; SSIDto mode D CneTYPUen 1/passphrase sec.  profile  bands e
— ] White List Table (SSID) - oper.
2 Device LED profiles 4 ' LOGICAL On TEST LANat Untagged2  80211i * Standard DEFAULT 2.4/5GHz On
— ) AutoWDS AP (WPA)-

Configuration > WLAN Controller > Logical WLAN networks (SSIDs)

> In our example logical profile Name: LOGICAL ,and other arguments are taken as default.

Creating Physical profile on BAT-Controller WLC

f—]— ij Cbnfiguration

€3 Management 4J Logout Search

=~ @ WLAN Controller
# General Profiles AP Configuration AP Update Stations/LEPS 802.

—+ @ Profiles

— ] Logical WLAN networks (SS

— ) Physical WLAN parameters

B ‘J WLAN profiles Restrict to

— 2 RADIUS profiles asaHz Ao 24 g, 5GHZ Innm Backgrou

I _" Wireless-IDS Name Parent Country operation channel GHz e Sub- period scan

— j White List Table mode selection mode bands

(& Deviee LED profiles #  PHYSICAL DefaultDisabled Ao Asto 12 1 0
— [ AutowDS

] LBS - Server

— 1] Wireless ePaper profiles

Configuration > WLAN-Controller > Physical WLAN parameters

» In our example physical profile Name: PHYSICAL ;and other arguments are taken as default.
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Creating WLAN profile on BAT-Controller WLC

8 ) Configuration
#; Management 4J Logout search
== '@ WLAN Controller
9 General ; :

-y Profiles AP Configuration AP Update Stations/LEPS 802.11u
) Logical WLAN networks (SSIDs
2] Physical WLAN paramaters WLAN profiles

— 2] WLAN profiles
[ RADIUS profies Name Networks Phys. WLAN par. WLCs 802.11u venue Conf. delay Device LED profile L

- [ Wireless-IDS #  WLAN_PROFILE LOGICAL PHYSICAL 0
2] White List Table

Configuration > WLAN Controller > WLAN profiles

> In our example WLAN profile Name : WLAN_PROFILE
» logical profile Name : LOGICAL
» physical profile Name : PHYSICAL
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Verify Logical profile on BAT-Controller Virtual

[ [9) Configuration

#; Management 4J Logout Search
-}~ '@ WLAN Controller
2 General Profiles AP Configuration AP Update Stations/LEPS 802.11u Options
3 @ Profiles
— ) Logical WLAN networks (SSIDs)
I [) Physical WLAN parameters
) WLAN profiles o
—3 RAD‘US profiee Name Parent Active ::"h:;ork Connect VLAN ~ VLAN Encryption Key 802,1X RADIUS Frequency :::::a
) Wireless-IDS sgpy SSIDto mode D rypt 1/passphrase sec.  profile  bands
— (7] White List Table (SSID) level oper.
) Device LED profiles ¥ LoaicaL On TEST LANat Untagged2  802.11i  * Standard DEFAULT 2.4/5 GHz On
) AutoWDS AP (WPA)-

Configuration > WLAN Controller > Logical WLAN networks (SSIDs)

> Verify that Logical profile with in BAT-Controller WLC are available in BAT-Controller Virtual.
Verify Physical profile on BAT-Controller Virtual

B Z) Configuration

¥4 Management 43 Logout Search
—~ @ WLAN Controller
2 General Profiles AP Configuration AP Update Stations/LEPS 802.
- @ Profiles
— (1) Logical WLAN networks (SS
— [ Physical WLAN parameters
B ‘J WLAN profiles Restrict to
—3 FigDIUS profiles 4.9GHz Auto. 2.4 5 GHz 5 GHz DTIM  Backgrou
— ] Wireless-IDS Name Parent Country channel GHz Sub-
b operation lecti d mode band period scan
— (]} White List Table mode e e
[— & Device LED profiles ¥ PHYSICAL Default Disabled Auto  Auto 142 1 0
— [ AutowDs
— (] LBS - Server

— [} Wireless ePaper profiles
Configuration > WLAN-Controller > Physical WLAN parameters

» Verify that Physical profile with in BAT-Controller WLC are available in  BAT-Controller
Virtual.

Verify WLAN profile on BAT-Controller Virtual

& [#) Configuration
#; Management 43 Logout Search
—+~ '@ WLAN Controller
@ Gereral Profiles AP Configuration AP Update Stations/LEPS 802.11u
[} @ Profiles
[Z) Logical WLAN networks (SSIDs
[ Physical WLAN parameters WLAN profiles

[Z) WLAN profiles
) RADIUS profiles Name Networks Phys. WLAN par. WLCs 802.11u venue Conf. delay Device LED profile L
K

3 Wireless DS #  WLAN PROFILE LOGICAL PHYSICAL 0
[Z) White List Table

Configuration > WLAN Controller > WLAN profiles

> Verify that WLAN profile with in BAT-Controller WLC are available in BAT-Controller Virtual.
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6. Configure 3" BAT-Controller Virtual in existing
Config Sync set-up

Here we configure the config synchro function between the controllers to synchronise the part of
the configuration related to the profiles and the managed Aps in between 2 BAT-Controller Virtual
and Bat-Controller WLC on the existing set-up.

BAT-Controller WLC with IP address: 102.168.11.42/24
BAT-Controller Virtual with IP address: 192.168.11.43/24
BAT-Controller Virtual? with IP address: 192.168.11.44/24

Configure BAT-Controller Virtual2 as Sub CA

EJ' éj Configuration \Iy

¥ Management 4 Logout Search
9 WLAN Controller
Q Ierlaces T oI O  Cerficatehanding | SCEPClent | CRL | 0OCSP
%) Date & Time B
() Log & Trace

¢ Communication

Certficate authority (CA) aci
Y eticale authorl (CA) actve
¢ IP%
1P Router CA hierarchy

This device is the root certficate authority (Root CA).

¥y VPN © This device is a sub certificate authority (Sub CA).
- R Certficates R
& Cert. authority (CA) alhleng 1 (max. 5 characters]
Bl Certficate handiing Automatically request a certficate for this sub-CA
% SCEP Client
- % CRL This menu cantains all of the setfings you need for retrieving a certificate for the sub-CA.
 OCsP
[t v Public-Spot _
- B RADIUS Root CA connection
f- (] Miscelneous Senices These properties are needed o connect to the root CA.
+ G T TR ekl
I: i}:ggi?u?enu e Address (URL) http://192.168.11.42 cqi-bin/pkiclient.exe (max. 251 charactdrs)
(2 Setup CADN JCN=WLC_MAIN CA/O=Hirschmann Automation a/ (max. 100 charactdrs)
| —"1 F
4TI Challnge password Incedo123 (max. 16 charace)
— ¢ Other
[ 1 Cila mananamant

Configuration > Certificates > Cert. authority (CA)

> In the CA hierarchy menu, select "This device is a sub certificate authority (Sub CA). Check
the box "Automatically request a certificate for this sub-CA”.

> For Root CA connections enter: http://[IP address of the Root CA]/cgi-bin/pkiclient.exe In our
example: http.//192.168.11.42/cqgi-bin/pkiclient.exe

> For CADN, enter the name of the CA (as configure on BAT-Controller WLC at the step "
Configure CA/RA certificates in BAT-Controller WLC") .In our example: /CN=WLC_MAIN
CA/O=Hirschmann Automation and Control GmbH /C=DE

© Copyright 2021, Belden Inc. 250f 42


http://192.168.11.42/cgi-bin/pkiclient.exe

(h) HIRSCHMANN

A BELDEN BRAND User Guide

» Enter the password configured on the BAT-Controller WLC at the step "Set a challenge
password on BAT-Controller WLC". In our example : “Incedo123”

Configure CA/RA certificates in BAT-Controller Virtual2

8 ] Cerificates . CARA ceriifcates
@ Cert. authority (GA)
i Ceriiicate handiing Set here the ceriificate parameters as used by the CA or RA (Registration Authority).
: gflf Client CA Distinguished Name JCN=WLC_SUBZ CA/O=Hirschmann Automation ar | (max. 251 characters)
2, 0CSP RA distinguished name JCN=WLC_SUB2 RA/O=Hirschmann Automation ai |(max. 251 characters)
FF vy Public-Spot Subject at name (SAN) (max. 251 characters)
(- @ RADIUS
B ) Miscellaneous Senvices | Keylength 2048 ~

Configuration > Certificates > Cert. authority (CA)

> In the menu CA/RA certificates, customize the name of the certificate authority (CA) and the
registration authority (RA). In our example for the CA: /CN=WLC_SUB2 CA/O=Hirschmann
Automation and Control GmbH /C=DE For the RA: /CN=WLC_SUB2 RA/O=Hirschmann
Automation and Control GmbH /C=DE. Apply the settings.

Enter IP address of BAT-Controller WLC (Root CA) in the static
WLC list of BAT-Control Virtual2

[,I‘]- \#) Configuration
¥4 Management <3 Logout
—— @ WLAN Controller

(- @ General General Profiles AP Configuration

— [} Static WLC list Jf—
— []] WLC discovery
- @ Profiles Static WLC list

— ] Logical WLAN n
— ] Physical WLAN IP address  Source addr. Port

— []) WLAN profiles #&  192.168.11.42 1027

— (] RADIUS profiles
— ] Wireless-IDS

L— F VAlkiba | imd Tabala

Configuration > WLAN Controller > General > Static WLC list
» On the BAT_Controller Virtual? enter the IP address of BAT-Controller WLC which is active as

root CA:192.168.11.42
» The portin use per default is 1027
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Enable the clustering on the BAT-Controller Virtual2

I.JI-]- Ej Configuration

¥ Management 4J Logout Search
=~ @ WLAN Controller
[~ @ General General Profiles AP Configuration AP Update Stations/LEPS 802.11u Options
] Static WLC list =
[] WLC discovery
- @ Profiles
I— ] Logical WLAN n On the following pages you may configure ‘Profile’ parameters, which will be simultaneously used for
I— ] Physical WLAN multiple devices. Managed aocesslpoints may be defined and an optional notification as well as a
I ] WLAN profiles default parameter set may be configured,
I— [Z] RADIUS profiles
r— ] Wireless-IDS
— ) White List Table Wireless LAN controller
[ (] Device LED prof Here you define the basic parameters for your wireless LAN controller (WLC).
[~ 5 AutoWDS (@ Wireless LAN controller enabled )
I— (] LBS - Server - .
L ] Wireless ePapel Accept new AP over WAN connection only via VPN ~
B3~ @ AP Configuration Automatically accept new APs (Autoaccept)
- @ AP l.deaIe Automatically provide APs with a default configuration
E]:E :_'; Eéj_lf:szEPS @ Synchronize main device password
B [ Options
EF @) Interfaces ’
B &) Date & Time ) ]
EF () Log & Trace WLC tunnel active
Bl @ Communication WLC data tunnel active

Configuration > WLAN Controller > General

» Check the box "Wireless LAN controller enabled"
» Check the box "WLC tunnel active”.

We must now make sure that the WLCs find each other, there are 3 options:
> If they are in the same LAN, "WLC discovery" can be used.
> If they are in different LANs, Check additionally "WLC data tunnel active" and enter them
statically in "Static WLC list..."
> If they are in the same LAN but you prefer to enter them statically, let the box "WLC data
tunnel active" unchecked and enter them statically in "Static WLC list..."
Apply the settings.
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Verify the controller state at BAT-Controller Virtual2

admin@BAT-YROUTER_000000: /
> 1s /Status/HLAN-Management /

AP-Configuration MENU -

AP-Status HENU :

Central-Firmuware-Management  MENU:

Client-Steering MENU -

HLC-Cluster HMENU -

Hireless-105 MENL -

AP-Connections TABINFO: 128 x L[Job,AP-LAN-MAC, IP-Address, ..]
Failover-AP-Data-Connections TABINFO: 5 = [IP-Address . MAC-Address.Port...]
Net-Count TABINFO: O+ x [Name.SSID.Num-Radios...]
Networks TABINFO: O+ = L[BSSID,AP-LAN-MAC,AP-HMLAN-MAC, ..]
PHK-Caching TABINFO: O x [Supplicant,5510,..]
Scan—Results TABINFO: O+ x [BSSID.AP-Name.IP-Address...]
Seen-Clients TABINFO: 0+ x [Client-MAC.AP-LAN-MAC,AP-Name,..]
Station-Table TABINFO: 0+ x [Client—-MAC,AP-WLAN-MAC...]
HLC-Bridge-Interfaces TABINFO: 33 x [Bridge-Interface,..]
Client-Count INFO: ]

Client-Count-24GHz INFO: ]

Client-Count-5%GHz INFO: 0

Connected-expected-AP INFO: 0

Connected-managed—AP INFO: 0

Connected-new-AP INFO: Q

lEuntruller—Stﬂte INFOD: Ready ]

Expected-AP INFO: 0

|l dmamma = =saus i TRIC M - 4 A

Connect per telnet and verify the controller state at path:

Is /Status/WLAN-Management

Enable the box "Certificates authority (CA) active on BAT-
Controller Virtual2

|:-]- [Z) Cenfiguration
B % Management 43 Logout Sear

 Interfaces Cert. authority (CA) Certificate handling SCEP Client

1%} Date & Time =
2 Log & Trace

% Communication
@ IPv4

e .

Certificate authority (CA) active

Configuration > Certificates > Cert. authority (CA)
> Enable Certificate authority (CA) active at BAT-Controller Virtual.
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Verify that certificate has been created for BAT-Controller
Virtual2

HiLGOS Menu Tree
< Setup
7 p Certificates
) SCEP-Client

Certificates

Name CADN Subject ChallengePw

x SCEP_CA /CN=WLC_MAIN CA/O=Hirschmann Automation and Control GmbH/C=DE /CN=WLC_SUB2 CA/O=Hirschmann Automation and Control GmbH/C=DE *
9 CONTROLLER /GN=WLGC_SUB2 GA/O=Hirschmann Automation and Control GmbH/C=DE|CN=00:0¢:29:db:93:7d/O=Hirschmann Automation and Gontrol GmbH/C=DE *

# RADIUS /CN=WLC_SUB2 CA/O=Hirschmann Automation and Control GmbH/C=DE /CN=RADIUS SERVER
/O=Hirschmann Automation and Control GmbH/C=DE

admin@BAT-YROUTER_000000: /

» show ca cert

File /flash/security/scepca/scep_ca_pkcsl2_int was read successfully
Stack consists of 2 certificates, shouwing only CA certificates

Certificate 1:

Certificate:
Data:
Yersion: 3 (0x2)
Serial MNumber: 2080779 (0x1fcO0b)

Signature A 2 5
Issuer:| CN=HLC_MAIN CA,0=Hirschmann Automation and Control Ean,E:Dd

Validity
Not Before: Nov 20 15:50:37 2020 GMT
Not After : Nov 18 15:50:37 2030 GMT
Sub ject: CN=WLC_MAIN CA.0=Hirschmann Automation and Control GmbH,C=DE
Sub ject Public Key Info:
Public Key Algorithm: rsabEncryption

Certificate:

Data:
Yersion: 3 (0x2)
Serial Mumber: 2080786 (0x1fc012)

Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=HWLC_MAIN CA,0=Hirschmann Automation and Control GmbH.C=DE
Validity

Not Before: Nov 24 00:28:20 2020 GMT

Not A : :50: T
SubJect:|CN:HLC_SUBQ CA.0=Hirschmann Automation and Control Gth.C:DE]

Sub ject Public Rey Info:

Public Key Alporithm: rsabncryption
Public-Key: (2048 bit)

At Path : HILCOS Menu Tree > Setup > Certificates > SCEP-Client > Certificates
And by connecting telnet session and type the command: show ca cert.2 certificates will be

displayed. The first one is the certificate of the root CA and the second one is the certificate of the
sub-CA.
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Verify that the cluster is active

HILCOS Menu Tree
< Status
< » WLAN-Management

WLC-Cluster
' WLC-Connections 8 x [IP-Address, MAC-Address,Port,Result, Name, State, . |
" WLC-Discovery 8+ x [Network,Active,Port]

&4 Active-Connections 2
¥ Number-of-WLC-Conn. 2 ]
% WLC-Data-Tunnel-active No

% WLC-Tunnel-active Yes

At Path : HILCOS Menu Tree > Status > WLAN Management > WLC-Cluster.

Check number of active wlc-connections.

Verify that the cluster is UP and in running state

HILCOS Menu Tree
< Status

7 WLAN-Management
<P WLC-Cluster

WLC-Connections

IP-Address MAC-Address Port Result Name State Firmware-Version PMTU

192.168.11.42 00:0¢:29:52:d1:bd 1027 Success BAT-Controller_Virtual_52D1BD Run 10.32.5505 / 23.10.2020 1500
192.168.11.43 00:80:63:17:57:7d 1027 Success BAT-WLC_F7577D Run [10.32.56370/07.11.2020/1500

At path: HILCOS Menu Tree > Status > WLAN Management > WLC-Cluster > WLC-Connections.

Check controllers recognise the other members of the cluster.
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Generate ConfigSync certificate on BAT-Controller Virtual2

HiLCOS Menu Tree

- Certificates

+p SCEP-Client

Certificates
Name CONFIGSYNC
CADN JCN=WLC_MAIN CA/O=Hirschmann Automation a/ | (max. 251 characters)
Subject JC=DE /O=CUST /CN=192.168.11.44 (max. 251 characters)
ChallengePwd . (max. 251 characters)
(Repeat)
ChallengePwd . (max. 251 characters)
SubjectAltName (max. 251 characters)
KeyUsage (max. 251 characters)
Extended-KeyUsage (max. 251 characters)
Device-Certificate-Keylength 2048 (max. 10 characters)
Application ConfigSync =

HILCOS Menu Tree > Setup > Certificates > SCEP-Client > Certificates > Add

Name: CONFIGSYNC (but give the most relevant name for you)

CADN: Distinguished Name configured as Certification authority.

In our example: /CN=WLC_MAIN RA/O=Hirschmann Automation and Control GmbH /C=DE
Subject: Fullfill the line following our detailed example:

/C: country (in our example, DE for Deutschland)

/ST: state

/L: locality

/0: organisation (in our example "CUST")

/OU: organisation unit

/CN= Common Name. Enter the vVWLC IP address (in our example 192.168.11.42)
The whole subject is in our example:

/C=DE /O=CUST /CN=192.168.11.44

ChallengePwd: Enter the challenge password configured in "General Challenge Password" on the
root CA (described while creating cluster i.e Incedo123)

Device-Certificate-Keylength: 2048

>
>
>
>
>
>

Apply the settings.

Verify Config Sync certificate on BAT-Controller Virtual2
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HiLCOS Menu Tree > Status > Certificates > Device certificates

Application: "ConfigSync"
> A Certificate for the application "ConfigSyc" must be available.

Configure the cluster group members in BAT-Controller WLC

2 192.168.11.42

Path: HiLCOS Menu Tree > Setup > Config > Sync > New-Cluster > Group-Members

Configure the cluster group members in BAT-Controller Virtual
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HILCOS Menu Tree
) Setup
.y Config
P Sync
“# New-Cluster

Group-Members

Idx. Address
1 192.168.11.43
K2 192.168.11.42
3 192.168.11.44

Path: HILCOS Menu Tree > Setup > Config > Sync > New-Cluster > Group-Members

Configure the cluster group members in BAT-Controller Virtual2

HILGOS Menu Tree
£ Config
P Syne
< New-Cluster

Group-Members

Idx. Address
1 192.168.11.43
2 192.168.11.42
H3 192.168.11.44

Path: HiLCOS Menu Tree > Setup > Config > Sync > New-Cluster > Group-Members
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Check the configuration parts to be synchronised with BAT-
Controllers in BAT-Controller WLC

HILCOS Menu Tree
<P Setup
< Config
<) Sync
-} New-Cluster

Menu-Nodes

Idx. 2 (max. 5 characters)

Include Include -~

Path /Setup/WLAN-Management/AP-Configuration (max. 127 characters)

SNMP-0OID 2

HILCOS Menu Tree > Setup > Config > Sync > New-Cluster > Menu-Nodes

This steps needs to verified in BAT-Controller Virtual, because non-availability of this will not
synchronize the desired parameters.

Enable the Config Synchro function in BAT-Controller Virtual2

HILCOS Menu Tree
) Config
P Sync

Operating

Operating Yes ~

HiLCOS Menu Tree > Setup > Config > Sync > Operating
Select Yes
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Launch the config Synchro on BAT-Controller WLC

HiLCOS Menu Tree
7P Setup
¢ Config
7 Sync
- New-Cluster

Launch

Enter here any additional arguments for the command you are about to execute:
Arguments

Path: HILCOS Menu Tree > Setup > Config > Sync > New-Cluster > Launch
Select Execute (no arguments needed)

Launch the config Synchro on BAT-Controller Virtual

HiLCOS Menu Tree
< Setup
¢ Config
7 Sync
- New-Cluster

Launch

Enter here any additional arguments for the command you are about to execute:
Arguments

Path: HiILCOS Menu Tree > Setup > Config > Sync > New-Cluster > Launch
Select Execute (no arguments needed)

Launch the config Synchro on BAT-Controller Virtual2

HiLCOS Menu Tree
7 Setup
¥ Config
7 Sync
- New-Cluster

Launch

Enter here any additional arguments for the command you are about to execute:
Arguments

Path: HiILCOS Menu Tree > Setup > Config > Sync > New-Cluster > Launch
Select Execute (no arguments needed)
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Check the config Sync Status on BAT-Controller Virtual2

HILCOS Menu Tree
- Status

p Config

Sync

__] Config-History
") Local-Config
") New-Cluster

__J Running-Cluster
" | Replicas 3 x [ID,Address,Resolved-Address,Connection-State, State, .|

Cluster-Time  00000052329d40002
State oK

HILCOS Menu Tree > Status > Config > Sync

State must be OK
You can also check that all the settings in the path given have been synchronised between all the
controllers.

Verify Logical profile on BAT-Controller Virtual2

B ) Configuration

¥ Management 4J Logout Search
- '@ WLAN Controller
@ General m Profiles AP Configuration AP Update Stations/LEPS 802.11u Options
1 @ Profiles
— ) Logical WLAN networks (SSIDs)
— () Physical WLAN parameters
— ] WLAN profiles WPA
[~ RADIUS profes Name  Parent Active nemrOf Connect VLAN  VLAN . Key 8021X RADIUS Frequency ow
— L) Wireless-IDS cgp) SSIDto mode 1D yPt 1/passphrase sec.  profile  bands
(7] White List Table ESiD) level oper.
— () Device LED profiles ¥ LoaicaL On TEST LANal Untagged2 80211 * Standard DEFAULT 2.4/5 GHz On
] AutoWDS AP (WPA)-

Configuration > WLAN Controller > Logical WLAN networks (SSIDs)

» Verify that Logical profile with in BAT-Controller WLC are available in BAT-Controller Virtual?2.

© Copyright 2021, Belden Inc. 36 of 42



(h) HIRSCHMANN

A BELDEN BRAND User Guide

Verify Physical profile on BAT-Controller Virtual2

f—:l— _3-'] Configuration

¥ Management 4J Logout search
— @ WLAN Controller
2 General Profiles AP Configuration AP Update Stations/LEPS 802.
I~ @ Profiles

— [ Logical WLAN networks (SS
— | Physical WLAN parameters

— [ WLAN profiles Restrict t

- - estrict (o

J R‘e‘D'US profiles Name  Parent Country *-2GHZ ::: :'nal :‘.:lz 5 GHz :f:z DTIM  Backgrou
— [} Wireless-IDS ryoperatlon mode bands period scan

— []] White List Table . selection |mode

— [ Device LED profiles 9 PHYSICAL Default Disabled Aulo Auto 142 1 0
i
— ] AutowDS

— [ LBS - Server
— [ Wireless ePaper profiles

Configuration > WLAN-Controller > Physical WLAN parameters

» Verify that Physical profile with in BAT-Controller WLC are available in  BAT-Controller
Virtual2.

Verify WLAN profile on BAT-Controller Virtual2

é— [#) Configuration
#; Management 43 Logout Search
—+~ '@ WLAN Controller
@ General Profiles AP Configuration AP Update Stations/LEPS 802.11u
[} @ Profiles
[Z) Logical WLAN networks (SSIDs
[ Physical WLAN parameters WLAN profiles

[Z) WLAN profiles
) RADIUS profiles Name Networks Phys. WLAN par. WLCs 802.11u venue Conf. delay Device LED profile L
K

3 Wireless DS #  WLAN PROFILE LOGICAL PHYSICAL 0
[Z]) White List Table

Configuration > WLAN Controller > WLAN profiles

» Verify that WLAN profile with in BAT-Controller WLC are available in BAT-Controller Virtual2.

7. Troubleshooting

Verify whether the time is being synchronized between the controllers.

Verify the Challenge password is correct in all the controllers.

Verify that Address (URL) in Root CA certificate menu is the IP address of the controller

active as a root CA. For reference check at “Configure BAT-Controller Virtual as Sub CA”

» Verify that the controller state is in “Ready” state which can be verified at path:
/Status/WLAN-Management.

» Verify the generated certificates on the controllers.

Y V VY
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8. How to migrate BAT-Controller WLC
configurations to the BAT-Controller Virtual

[ BAT-Controller } ‘
Root CA WLCT

Config-Synchro enabled
BAT-Controller -
Config-Synchro enabled

In order to configure BAT-controller Virtual in a manner such that the configuration within BAT-
Controller WLC resembles with the configuration in BAT-Controller Virtual, we have to follow few
steps which are listed below:

» Save configuration script of the BAT-Controller WLC-1 acting as a “Root CA" from the path:
File management —> Save Configuration script.

> Change IP-address of BAT-Controller WLC-1 whose configuration has been saved (such that
in our example 192.168.11.42 is acting as root-ca we have to change its IP-address).

» Update the BAT-Controller Virtual-1 to the latest Firmware and reset the controller to Default
Configuration.

» Upload downloaded configuration into the BAT-Controller Virtual-1 whom we want to act as
‘Root CA”.( And now the BAT-Controller Virtual-1 can be accessed with the IP-address
192.168.11.42)

» Save configuration script of the BAT-Controller WLC-2 acting as a "SUB CA” from the path:
File management —-> Save Configuration script.

> Change IP-address of BAT-Controller WLC-2 whose configuration has been saved (such that
in our example 192.168.11.43 is acting as sub-ca).

» Update the BAT-Controller Virtual-2 for sub ca to the latest Firmware and reset the controller
to Default Configuration.

» Upload downloaded configuration into the BAT-Controller Virtual-2 whom we want to act as
"SUB CA”.

» Then we have to launch from both the BAT-Controller Virtual acting as root-ca as well as sub
ca at path: Setup -> Config —-> Sync —-> New-Cluster —-> Launch and then Select “Execute”
without any argument.
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Note: After following above mentioned steps BAT-Controller Virtual can be replaced from the
existing BAT-Controller WLC setup.

9. Test-Report
Cluster between BAT-Controller WLC and BAT-Controller Virtual

Configuration

1. Update the controllers to the latest Firmware and reset the controllers to Default
Configuration.

2. Synchronize the time between the controllers which can be synchronized at path: Extras >

Set date and time.

Configure Root-CA and Sub-CA in controllers as mentioned in 1.3.1 and 1.3.4.

Configure CA/RA certificates in controllers as mentioned in 0 and 0 with the challenge

password.

5. Enter IP address in static WLC list of BAT-Controller WLC in BAT-Controller Virtual and vice-

versa as mentioned in 0 and 0.

Enable clustering on both the controllers as mentioned in 0 and 0.

7. Enable the Certificates authority (CA) active on both controllers as mentioned in 00and O.

AW

o)

Expected Result
1. Verify the controller state is in ready state.
2. Verify that the correct certificates are being created.
3. Verify that the cluster is active and in running state.

Observed Result
1. Controller state is in ready state as mentioned in 0 and Q.

2. Correct certificates are being created as mentioned in 0 and 0.
3. Cluster is active and in running state as mentioned in 1.3.16 and 1.3.17
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Config Synchro function between BAT-Controller WLC and BAT-
Controller Virtual.

Configuration

Generate config sync certificate on both controllers as mentioned in 0 and 0.

2. Configure the cluster group member on both controllers as mentioned in 0 and Q.

3. Configure the configuration part to be synchronized with the controllers in root-ca as
mentioned in 0 and 0.

Enable the config synchro function on both controllers as mentioned in 0 and 0.

5. Launch the config synchro on both the controllers as mentioned in 0 and 0.

——

A

Expected Result

1. ConfigSync certificate are being created on both controllers.
2. Config sync state is OK.

Observed Result

1. Config Sync certificates are being created on both controllers at path :HiLCOS Menu Tree >
Status > Certificates > Device certificates as mentioned in 0 and 0.

2. Config sync state is OK at path: HILCOS Menu Tree > Status > Config > Sync as mentioned
in 0 and 0.
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Configure WLAN profile and verify Config Synchro function
between BAT-Controller WLC and BAT-Controller Virtual.

Configuration part

1. Create logical profile in BAT-Controller WLC at path: Configuration > WLAN Controller >
Logical WLAN networks (SSIDs) as mentioned in O.

2. Create physical profile in BAT-Controller WLC at path: Configuration > WLAN-Controller >
Physical WLAN parameters as mentioned in O.

3. Create WLAN profile in BAT-Controller WLC at path: Configuration > WLAN Controller >
WLAN profiles as mentioned in Q.

Expected Result

1. Same profiles get created on BAT-Controller Virtual.

Observed Result

1. Logical profile, Physical profile and WLAN profile are in BAT-Controller Virtual as mentioned
in0,0and 0
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Configure 3" Controller in the existing config sync set-up

Configuration

1. Update the controller to the latest Firmware and reset the BAT-Controller Virtual? to
Default Configuration.

2. Synchronize the time between the controllers which can be synchronized at path:

Extras > Set date and time.

Configure Sub-CA in BAT-Controller Virtual2 as mentioned in Q.

Configure CA/RA certificates in controller as mentioned in 0 with the challenge

password.

5. Enter IP address in static WLC list of BAT-Controller WLC in BAT-Controller Virtual2
as mentioned in 0.

6. Enable clustering on the BAT-Controller Virtual2 as mentioned in O.

7. Enable the Certificates authority (CA) active on BAT-Controller Virtual2 as mentioned
in 0.

8. Generate config sync certificate on BAT-Controller Virtual2 as mentioned in 0.

9. Configure the cluster group member on all the controllers as mentioned in 0,0and 0.

10. Check the configuration part to be synchronized with the controllers in root-ca as
mentioned in O.

11. Enable the config synchro function on BAT-Controller Virtual2 as mentioned in 0.

12. Launch the config synchro on all the controllers as mentioned in 0, Oand 0

S

Expected Result

Correct certificates are being created which can make cluster creation feasible.

Cluster is active and in running state.

Config sync status is OK.

4. Logical profile, Physical profile and WLAN profile are synchronized in between controllers.

W =

Observed Result
1. Correct certificates are being created which makes cluster feasible as mentioned in 0.
5. Cluster is active and in running state as mentioned in Q.
6. Config sync status is ‘OK’ at path: HiILCOS Menu Tree > Status > Config > Sync as
mentioned in O.
7. Logical profile, Physical profile and WLAN profile are received in BAT-controller Virtual2
which means config sync as mentioned in Oto 0.
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