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How to avoid a loss of connection on a remote device when modifying its 
configuration

[20.04.2016]

Remote access on network devices ensures the most confortable way for configuration or 
maintenance.
But changing settings as sensitive as redundancy, IP settings, VLANs, or related to interfaces 
used for the communication may be very risky.
A wrong setting or changes applied in the wrong order may lead to a total loss of communication 
and maybe worse; a loop on the remote network.

This Howto describes how to avoid such scenario using the Automatic "Undo Modifications" 
function.

Via the Web interface

Connect to the device web interface
Go in Basic setting > Load/Save
In the Menu "Undo Modifications of Configuration";
Set the operation to "On"
Set the "Period to undo while Connection is lost (s)" (per default 600 sec)
Apply the settings clicking on "Set" button

Once it's applied, the IP address of the computer which enabled the "Undo modification" feature 
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is displayed in "Watchdog IP Address".

You can now modify the device configuration.
From now, if the connection is lost with the device used as watchdog, the device will reload the 
configuration stored in its non volatile memory (last saved config).

Take care that "connection" means in this case an HTTP or Telnet/SSH session with the device. 
It means that if you stop your browser, the connection is considered as lost and after 600 sec (in 
our example) the device will reload its last saved config.
In some cases, no need to stop the browser, if you let it expire then the connection will also be 
considered as lost.

That's the reason why:
Take care of the Web interface session timeout configured (default 5 min). Refer to the lesson 
How to change the sessions tiemouts (Web and CLI).

Via the CLI

Connect to the device via Telnet or SSH.
Go in the config menu
Use the commands:
"config watchdog admin-state enable" to enable the function
"config watchdog timeout <period in sec>" set the Period to undo while connection is lost.

In the general menu, typing "show config watchdog" you'll see the current status including the 
address used as watchdog.  
This address corresponds to the IP address of the device which enabled the "Undo modification" 
function.

You can now modify the device configuration.
From now, if the connection is lost with the device used as watchdog, the device will reload the 
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configuration stored in its non volatile memory (last saved config).

Take care that "connection" means in this case an HTTP or Telnet/SSH session with the device. 
It means that if you stop your telnet/SSH session, the connection is considered as lost and after 
300 sec (in our example) the device will reload its last saved config.
In some cases, no need to stop the session, if you let it expire then the connection will also be 
considered as lost.

That's the reason why:
Take care of the Telnet/SSH session timeout configured (default 5 min). Refer to the lesson How 
to change the sessions tiemouts (Web and CLI).

IMPORTANT: After the modifications

Don't forget to:

- Disable the "Undo modification" function
- Save the config (don't save the config before disbling the "Undo modification function")
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