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Network Address Translation (NAT) 

The Network Address Translation (NAT) protocol describes a procedure for automatically and 

transparently changing IP address information in IP data packets while still transmitting the packets to 

the intended destination. 

NAT can be used when you do not want IP addresses of an internal network to be visible from outside. 

The reasons for this can include: 

Keeping the structure of the internal network hidden from the outside world 

Keeping private IP addresses hidden 

Using IP addresses multiple times - for example, by forming identical production cells 

This document describes the NAT configuration options available in the EagleONE Industrial firewall and 

security router. 
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IP Masquerading NAT 

You can use IP Masquerading to hide the internal IP Addressing structure from hosts on the external IP 

network. 

With IP Masquerading, the firewall replaces the source IP address of an IP data packet from the internal 

network with the external IP address of the firewall. 

IP Masquerading also allows you to configure multiple internal IP networks using the same IP 

addressing schemes to connect to a common external network, which would not be possible without IP 

Masquerading. 

However, as devices in the external network only know the external IP address of the firewall, they are 

unable to set up a direct communication connection to a device in the internal network. 

Sample Network 

 

This sample networks depicts two hosts on separate IP networks separated by an EagleONE Firewall 

with IP Masquerading configured. 
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Pre-Requisites: 

1. The EagleONE Firewall must be configured to operate in Router Mode. 

2. The internal and external networks must use unique IP Addressing schemes. 

3. The hosts residing on the internal network must have the IP Address of the EagleONE’s internal 

interface defined as their Default Gateway address. 

 

Configuration Steps: 

1. Using the EagleONE’s web interface (GUI), navigate to the Network Security \ NAT \ IP 

Masquerading page of the menu. 

2. Click the Create button at the bottom of the page. This will add a rule to the screen and will by 

default add the IP Address of 192.168.1.0/24 to the Internal Network (CIDR) field of the rule. 

3. Modify this address to match the internal network IP Address and subnet mask of the internal 

network. 

4. Click the Active check box, and then click the Set button at the bottom of the page. 

Configuration Tip: 

By entering 0.0.0.0/0 in the Internal Network (CIDR) field, any network connected to the internal 

interface of the EagleONE will have its traffic translated using IP Masquerading if the traffic must 

pass through the firewall to reach its final destination. 
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1:1 NAT 

Using 1:1 NAT, you can configure the firewall so that a host on the internal network is accessible to 

hosts on the external network using a virtual IP Address assigned to the internal host when IP 

Masquerading is also configured on the firewall. 

The external interface of the firewall will reply to ARP requests for any virtually assigned IP Address, 

and, if the traffic is permitted by a firewall rule, will be delivered to the host in the internal network. From 

the point of view on the external host, it appears as if it is communicating with a host on the external side 

of the firewall. 

You can also use 1:1 NAT when you are setting up identical production cells with the same IP addresses 

and want to connect them with the same external network. 

Sample Network 

 

This sample networks depicts two hosts on separate IP networks separated by an EagleONE Firewall 

with IP Masquerading and 1:1 NAT configured. 
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Pre-Requisites: 

1. The EagleONE Firewall must be configured to operate in Router Mode. 

2. The internal and external networks must use unique IP Addressing schemes. 

3. The EagleONE must be configured with IP Masquerading. 

4. The hosts residing on the internal network must have the IP Address of the EagleONE’s internal 

interface defined as their Default Gateway address. 

5. The external virtual IP Address assigned must be unique and may not be already in use. 

Configuration Steps: 

1. Using the EagleONE’s web interface (GUI), navigate to the Network Security \ NAT \ 1:1 NAT 

page of the menu. 

2. Click the Create button at the bottom of the page. This will add a rule to the screen and will by 

default add the IP Address of 192.168.1.1 to the Internal Network (CIDR) field and 10.0.1.1 to 

the External Network field of the rule. 

3. Modify these addresses. Specify the real IP Address of the internal host in the Internal Network 

field. Specify a virtual IP Address from the network range of the external network in the External 

Network field. 

4. Click the Active check box, and then click the Set button at the bottom of the page. 

(NOTE: Ensure that you have an Incoming IP Packets rule that allows traffic to real IP Address of 

the internal host defined on the Network Security \ Packet Filter \ Incoming IP Packets page of 

the menu.) 
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Inverted 1:1 NAT 

You use Inverted 1:1 NAT if you want the devices in the internal network to communicate with the 

devices in the external network as if the devices in the external network were in the internal network. 

Inverted 1:1 NAT is helpful if the host on the internal network cannot have a default gateway defined 

The internal interface of the firewall will reply to ARP requests for any virtually assigned IP Address, and, 

if the traffic is permitted by a firewall rule, will be delivered to the host in the external network. From the 

point of view on the internal host, it appears as if it is communicating with a host on the internal side of 

the firewall. 

Sample Network 

 

This sample networks depicts two hosts on separate IP networks separated by an EagleONE Firewall 

with IP Masquerading and 1:1 Inverted NAT configured.  
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Pre-Requisites: 

1. The EagleONE Firewall must be configured to operate in Router Mode. 

2. The internal and external networks must use unique IP Addressing schemes. 

3. The EagleONE must be configured with IP Masquerading. 

4. The internal virtual IP Address assigned must be unique and may not be already in use. 

5. The internal host must not have a default gateway defined. 

6. The external host must have the EagleONE’s external IP Address defined as its default gateway. 

Configuration Steps: 

1. Using the EagleONE’s web interface (GUI), navigate to the Network Security \ NAT \ 1:1 NAT 

page of the menu. 

2. Click the Create button at the bottom of the page. This will add a rule to the screen and will by 

default add the IP Address of 192.168.1.1 to the Internal Network (CIDR) field and 10.0.1.1 to 

the External Network field of the rule. 

3. Modify these addresses. Specify a virtual IP Address from the network range of the internal 

network in the Internal Network field. Specify a real IP Address of the external host in the 

External Network field. 

4. Click the Active and Invert Direction check boxes, and then click the Set button at the bottom 

of the page. 
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Inverted – Double 1:1 NAT 

You use Inverted - Double 1:1 NAT if you want the devices in the internal and external networks to 

communicate as if the devices in both networks were in the same network segment. 

Inverted - Double 1:1 NAT is helpful if the hosts on the internal and external networks cannot have a 

default gateway defined. 

The internal and external interfaces of the firewall will reply to ARP requests for the virtually assigned IP 

Addresses, and, if the traffic is permitted by a firewall rule, will be delivered to the hosts in the internal or 

external networks. From the point of view of the hosts, it appears as if they are communicating with a 

host on the same local IP network. 

Sample Network 

 

This sample networks depicts two hosts on separate IP networks separated by an EagleONE Firewall 

with IP Masquerading and 1:1 Inverted - Double NAT configured.  
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Pre-Requisites: 

1. The EagleONE Firewall must be configured to operate in Router Mode. 

2. The internal and external networks must use unique IP Addressing schemes. 

3. The EagleONE must be configured with IP Masquerading. 

4. The internal virtual IP Address assigned must be unique and may not be already in use. 

5. The external virtual IP Address assigned must be unique and may not be already in use. 

6. The internal and external hosts must not have a default gateway defined. 

Configuration Steps: 

1. Using the EagleONE’s web interface (GUI), navigate to the Network Security \ NAT \ 1:1 NAT 

page of the menu. 

2. Click the Create button at the bottom of the page. This will add a rule to the screen and will by 

default add the IP Address of 192.168.1.1 to the Internal Network (CIDR) field and 10.0.1.1 to 

the External Network field of the rule. 

3. Modify these addresses. Specify the real IP Address of the internal host in the Internal Network 

field. Specify a virtual IP Address from the network range of the external network in the External 

Network field.  

4. Click the Active and Double-NAT check boxes, and then click the Set button at the bottom of 

the page. 

5. Click the Create button at the bottom of the page. This will add another rule to the screen and 

will by default add the IP Address of 192.168.1.1 to the Internal Network (CIDR) field and 

10.0.1.1 to the External Network field of the rule. 

6. Modify these addresses. Specify a virtual IP Address from the network range of the internal 

network in the Internal Network field. Specify the real IP Address of the host in the external 

network in the External Network field.  

7. Click the Active, Invert Direction, and Double-NAT check boxes, and then click the Set button 

at the bottom of the page. 
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(NOTE: Ensure that you have an Incoming IP Packets rule that allows traffic to real IP Address of 

the internal host defined on the Network Security \ Packet Filter \ Incoming IP Packets page of 

the menu.) 

 


