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How to remotely capture the trafic of an Open BAT interface
with RPCap function and Wireshark
- 2018-02-21 - BAT, WLC (HILCOS)

This lesson explains via a few steps how to use the RPCap function to capture trafic
remotely on specific interface(s) of the BAT devices (rel 8.90)

Enable RPCap on the BAT using the web interface or per CLI


https://hirschmann-support.belden.com/ja
https://hirschmann-support.belden.com/ja/kb
https://hirschmann-support.belden.com/ja/kb/products
https://hirschmann-support.belden.com/ja/kb/bat
https://hirschmann-support.belden.com/ja/kb/bat-wlc-hilcos
https://hirschmann-support.belden.com/ja/kb/articles/how-to-remotely-capture-the-trafic-of-an-open-bat-interface-with-rpcap-function-and-wireshark
https://hirschmann-support.belden.com/ja/kb/articles/how-to-remotely-capture-the-trafic-of-an-open-bat-interface-with-rpcap-function-and-wireshark
https://hirschmann-support.belden.com/ja/kb/bat-wlc-hilcos
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You can also change the RPCap port, per default it's 2002

] Telnet 10.0.12.30
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Add remote interfaces in wireshark options




Ml T Wb e frbyie

B o
I T [

oE & m amn @M E d

T a

=
o Wasinik Coptuas Ot

Capwn
THp e Link gy b Prer, Woe Srapler | 1) Bubler [1AE] T e

Lowcsl s Cimnstina® 14
LA Lo [ -
Wirriew Fir b {onsroion 1 .
A P HES el el
EmtHAMG
A e 21 Itherat audhd ik
PR

Coprua un allirna st Hnmm@

& U prorancugat v o il amed o

[ Ll

- Sl r=
Capur i 1 L
- Fpn ind b femade el

L P

"
B Windez: Fearecak Coonacion

[T Ui piagrag ol || Han [T i L
& Capture Optiors e f .
P
0 How o Capburs acq Dipss dancaarically M

g g 1 s thnany

Msbvnri Madis T p@ e L, Pl
L B :

e, AR

e Fambrk kive

[T
From Wireshark main Windows, open the Capture Options window (Capture/Options...). Clic
on manage Interface and select the tab Remote Interfaces and clic on Add

Configure the BAT as remote device

‘ Wireshark: Remote Int... E'

Host: |10.0.12.40 E

Port: 2002
Authentication
(71 Mull authentication

@ Password authentication

Username: | admin

Password: | essssss

o [ oo

Give the IP address of the BAT, the RPCap port relevant username and password to access
the device then clic ok

RPCap gives all the available interfaces on the remote device
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Add I Delete
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rpcap:/ {10,012 40]-2002/D5L-1
rpeapy//T10.0.12.40]:2002/LAN-1
rpcap:/[10.0.12.401:2002/LAN-2
rpcap:T10.0.12.400:2002 WLAN-1
rpespy/T10.0.1 24012002 WLAN-1 - raw
rpcapy//[10.0.12.40 2002 WLAN- 2
rpcap:/[10.0.1.2 4012002 WLAN- 2-raw
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clic on Apply and Close

From the Capture option Window, the remote interfaces are now
available, select the one(s) you want to capture the trafic on.
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In this example trafic going through LAN-1 and WLAN-1 will be captured. Then just clic on

start

Result view
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RPCap tunnels the trafic between the BAT and the capturing station. Packets from WLAN-1
with radio header and packets from LAN-1 are in the same capture but can be read

separately filtering the interface id.



