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This lesson describes how to use a VPN between a OpenBAT and a WIN7 Shrewsoft Client
over a WLAN connection

Network Topology
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Virtual IP:
192.168.10.1
This is the network which will be configured in this Howto.

This configuration and this topology is an example only. It can be modified according to
customers needs.

Assign IP-address
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Use HiDiscovery to assign a IP-address to the BAT. The PC is locally connected.

Configure physical WLAN settings
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Sigral strength and thus the connection quallty is indicated by the blinking frequency. The:
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Use Access-Point as WLAN operation mode. Optionally you can choose alternative Radio

settings etc.

Configure Logical WLAN settings
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[~ Logical WLAN settings - WLAN interface 1 - Network 1

Metwork |T|Ensmissinn | Narrns| B
Interface: LAN interface 1 - Network 1 B
WLAM network enabled
Metwork name (5510): |
Suppress 5510 broadcast: Jo - =
MAC fitter enabled
Maximum count of clients: o

Configure the SSID

Confiogure WPA PSK
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55 LAN 1 -Network 2 Activated
¥ LAN 1 -Network 3 Activated
5= LAN 1 -Network 4 Activated
55 LAN 1 -Network 5 Activated
% LAN & -Metwork 6 Activated
55 LAN 1 - Network 7 Activated

Method | Kay 1

802, 11 (WPR)-PEK
B02. 15 (WPA)PSK
B02. 11 (WRA)PSK
802, 11§ (WPA)PSK
B02. 11 (WPA)PSK
802, 11 (WPR)P5K

Proceed to menu "Wireless LAN - 802.11i/WEP"
Use button "WPA or Private WEP settings...". A new window will open

Doubleclick on first line

Make sure that "encryption activated" is checked and enter a passphrase

Use Routing: Define separate bridge group for WLAN
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| Eshemel pos ] Port table
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@ Connect by using a bodge (defaull]
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Bridge parameters for each LAN port can be config

Link; Exyver descovesy protocol (LLDF)

Proceed to menu "Interfaces - LAN"

Use button "Port table...". A new window will open.

Doubleclick on line "WLAN-1:..." A new window will open.

Choose "BRG-2" as Bridge group

Assign IP-address to BRG-2

*= 27

WLAN-1: Wirsless LAN 1 - Nabwork 1
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e e * 2 QuickFinder P
ii¥ Configuration I this table you can define IP networks. Thase wil be referenced by other modules (DHCP
s Management server, RIP, NatBIDS etc ) via the network name.
@ Wireless LAM
D Interfaces
(*) Date & Time *fou can configure allemative addresses a1 thes table.

(® Log & Trace
% Communication

| Loopback addresses.. |

@ Least-Cost-Router

Ot
ARP aging: 15 minubes
B DHCP
@ EOOTP 1 1P netwarks
% DS
7 DMNS Filter Hetwork name I address Hetmask Metwork type  VLANID  Interface
@ Tunnel INTRANET 192.168.10.63 255.256.255.0 iIntranet 0 BRG-1
@ e oz 0.0.0.0 255.255.255.0 DMZ [ LAN-2 (ETH-2)
{43 1P Router
B9 Firewall/Qos
¥g VPN
R Certificates —
(™ COM Peorts i
—Pradatde [|_add.. |J e
v Public-Spot 152.168.100.63
ie: RADIUS Server 255,255,285,

1 HIRECHMARK
Proceed to menu "IPv4 - General
Use button "IP networks...". A new window w

Use button "Add...". A new window will open.
Define IP parameters and make sure that BR

Define DHCP for WLAN

ill open.

G-2 is used.
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ﬂ ﬂ - ;: QuickFinder DHCP chent

i Configuration Thie imtertases whish should be apbed b the DHCP serer satings is selected in this table,
#s Management

& Wireless LAN [ Port table |
&Y Interfaces
(¥) Date & Time
B Log & Trace

2 P
[@ General

D Addreeses
8 DHCP

¥ 3.server o, server BDuffer Adspt Frstaddress Last address Netmask Groadcast Default gateway Primary DNS  Secondary DNS

0.0.0.0 0000 MNo ] 0.0.0.0 0.0.0.0 0.0.0.0  0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
0000 0.000 Mo ] 00000 0.0.0.0 Qoo 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

Addressas for DHCP chants
First address: 192.168.100.200
T T T Last acdress: 192.168.100.220
[T OHCF chuster o 255.255.255.0
Forwarding of DHCP queries : 192.168.100.255
0000 : 192.168.100.63
0000
L Prmary DNS: 0000
R Sacondary DNS: 00.00
Place gerver rephes in inlemmedisle somge Pemary MENS: 0000

Adapt server repbes to the local netwod:
Secondary NENS: 0.0.0.0

Proceed to menu "IPv4 - DHCPv4"

Use "DHCP networks...". A new window will open.
Use button "Add...". A new window will open.

Fill in relevant parameters.

Delete unused routes
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,QQU[E*F"""“ Default route [ Add... ][ Edit... ”_Qupr ]@ y
=

Proceed to menu "IP Router - Routing"

Use button "IPv4 routing table". A new window will open.
Delete all entries by clicking button "Remove" several times.

Now send the configuration to the OpenBAT by clicking "OK" in all dialogs.
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In LANconfig right-click on the device and choose SetupWizard

Use Wizard for VPN / Remore access
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Setup Wizard for BAT-F_D07320

With this wizard you can comfortabhy configure your device
for specific applications.

What do you want to do?

& Manually edit the configuration -

:} Basic settings
" Corffigure WLAN
p

m

< Back Mexd > ] | Cancel

Choose relevant wizard and press "Next"

?’ Setup Wizard for BAT-F_DO7320

Provide remote access (RAS. VPN)
Select the remate WPM client for this connection

You will be required to provide certain information depending on the YPH client used.

Which VPM client will be used for remote access:

.-"i % With 1-Click-VP M faor the advanced VPN client the connection is automatically

= given a unique name and all keys are generated at mndom. Additionally, the
wizard can automatically infer most of the settings for the VPN remote access
from the cument device configuration.

r’i % You will later be asked if you wish to generate an impart file with the access data
= forthe advanved VPN client.

o

< Back I Ne:dk" I | Cancel

Coose "VPN client with user-defines parameters" and click "Next"
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Provide remote access (RAS. VPN)
Settings for this connection’s remote station

VPN MName: NOTEBOOK]

< Back Ned> J| Cancel

Choose VPN Name and click "Next"

"7 Setup Wizard for BAT-F_D07320

Provide remote access (RAS. VPN)
WPM Authentication and Exchange Mode Selection

Two kinds of VPN connection authertication are supported.

Preshared Key:

Infomation:

= Please take into account that for RSA Signatures, digital certificates according
to the ¥ 509 standard are necessary for both this device and for the remote
client. The device cerificate must be uploaded via HT TP(5) before establishing
the VPN connection. In addition, when using cerdificates, it is necessary for the
device to have a valid system time.

-

< Back Ned> f| Cancel

Choose "Preshared Key and Aggressive Mode"
Choose a Preshared Key
Click "Next"
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Provide remote access (RAS. VPN)
Default IKE parameters for all incoming aggressive mode connections

The following default IKE parameters for all incoming aggressive mode connections are
already defined:

Default IKE proposal list: IKE_PRESH_KEY
Default IKE proposal group: 2

These settings are used collectively by all incoming connections. Therefore, we
recommend that you do naot change them.

[ Mevertheless, edit default IKE parameters for this and any future aggressive mode
connections.

! ,  Atention: Please take into account that f you change these settings, exdsting
L2 connections may no longer work!

< Back Ned> || Cancel

Use default settings and click "Next"

"7 Setup Wizard for BAT-F_D07320

Provide remote access (RAS. VPN)
Which "ldentities” should be used for this WPN connection?

To establish an encrypted VPN connection, the given identities must be recognized by
both sides.

Enter the identity type for both sides and a comespanding unique identity for the
authorization. The remaote identity is required at a minimum in order to identify the right
preshared key for this connection.

Local identity type: IF Address

Local identity: 152.168.100.63

Remaote identity type: IP Address

Remote identity: 152.168.100.210)

BTN

Coose "IP Address" as identifier (local and remote).

Enter IP-addresses. The remote IP address must be known. Probably you have to connect to
the WLAN with your client first.
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Provide remote access (RAS. VPN)
Select the PFS group for IP5Sec

Additionally, it is recommended faor higher securty to use PF5S (Pedect-Forward-Secrecy)
for key generation.

Use the PFS algorthm for this connection

PFS group: 2 (MODP-1024) -

A higher value for the PFS group assures a higher level of security in exchange for a
minar loss in connection time.

fou can change the preselection however, it does mest most requirements.

< Back ][ Cancel

Use default settings and press "Next"

"7 Setup Wizard for BAT-F_D07320

Provide remote access (RAS. VPN)
Which encryption and authentication algorthms should be proposed
to the client for IP Sec with ESP

The device supports for data transmission (IP5Sec) with ESP different encryption and
hash algarthms.

Which encryption algorthms should be proposed to the client (3t least one)?
AES (256hit)

] Blowish (128bit)
7] 3DES (168bit)

Which authertication algorthms should be proposed to the client for ESFP (a3t least
ane}?

HMAC-SHA1-36

fou can change the preselection however, it does mest most requirements.

< Back Ned> f[ Cancel

Choose "AES 8256bit)" and "HMAC-SHA1-96" and press "Next"



"7 Setup Wizard for BAT-F_D07320

Provide remote access (RAS. VPN)
Which IP5ec AH authentication algorthms should be proposed to the client?

In addition, the device can propose a further authentication protocal (Authentication
Header, short AH) for [PSec.

Attention: This protocol will not work if your client is behind a masked connection
(MAT/PATH

Which AH authentication algorthms should be proposed to the cliert?

Authentication: [Nn AH v]

Additionally, you can specify a IPCOMP compression algorithm:

Compression: [ Ma IPCOMP - ]

You can change the pre-selection however, it does meet most requirements.

o) o

Use default settings and press "Next"

"7 Setup Wizard for BAT-F_D07320

Provide remote access (RAS. VPN)
Settings for the TCP/IP protocal

Enter an unique |IP address (Virttual IP) to be corfigured in your VPN client. Erter a free
address from the address area of your network.

The netwark that your device belongs to:

IP networl: 152.168.10.0
Metmash: 25652552550
Leqgal addresses: 152.168.1001 - 152.168.10.254

IF address: 52 168.10.1
Ki) Information

fou can omit the entry of an IF address if the WPN client in use supports Config Mode.,
as does the LANCOM Advanced VPN Dil/\\et.

| <Back Ned> |J| Cancel

Choose a virtual IP address for the remote client in the local network. This will use proxy
ARP automatically.
Press "Next"
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Provide remote access (RAS. VPN)
Settings for the TCP/IP protocal

fou may either allow all IP addresses to be reached by the
WPM client (default) or you may limit the access to a specific IP networl.

Which IF addresses should be reachable for the VPN client:

i@ Allow all IP addresses to be reachable for the WPN client
(71 The fallowing IP network should be reachable for the VPN client:

152.1638.10.0

2552352500

Please remember to corfigure this IP netwar: an WPN client as well. i you neglect to
configure the same network there, a VPN connection will not be able to be established.

Further netwarks and network relations or transmission properties can be
“S configured in the comesponding new nule created on the firewall.

< Back Mexd = Cancel

Use default settings and press "Next"

"7 Setup Wizard for BAT-F_D07320

Provide remote access (RAS. VPN)
Settings for the TCP/IP protocal

The MNetBIOS protocol is used in some local networks to grant the individual stations
mutual access to file and printer resources (For example, Microsoft Windows netwarls).

==r aocess to networks of this type.

< Back Ned> | Cancel

Disable NetBIOS over IP routing
Press "Next"



Setup Wizard for BAT-F_D07320

ou have now entered all data required to set up this remote
access account.

By clicking "Finish’, all settings necessany will be stored in your
device.

s

7 Setup Wizard for BAT-F_D07320 ==

| < Back || Cancel

On Client side Shrewsoft VPN Clinet is used (freeware)



About

SHREW SOFT.

> UPNGLIENT

Standard Edition YWersion 2.2.2

Copyright () 2006-2013 Shrew Soft Inc. {www shrewnet ) =«
All rights reserved.

License

SHREW SOFT VPN CLIENT
STANDARD EDITION

SOFTWARE LICENSE AGREEMENT

Redistribution in binany form is pemitted for both personal

and commercial use provided that the following conditions
are met:

-

[C) Copyright 2013, Shrew Soft nc.

x]
Install Shrewsoft VPN Client and start "VPN Access Manager"
Define new VPN
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f’ VPM Access Manager E'@

File Edit View Help

m Madify  Delete

Connect

Connection Mame Host Mame BAuthentication
|

{ 1 | 3

Click "Add". A new window will open.

=

VPM Site Configuration @

Client | Mame Rezolution | Authenticatic) * | ¢

Haost Hame ar IP Address
192.168.100.63

Auta Configuration ike config pull

Local Host

Adapter Mode

[Llse an existing adapter and cunrent address =

T Obtain Autormatically
1380 Addreszs
MHetrnaszk
[ Save J [ Cancel ]

Enter the IP-address of the VPN Gateway (OpenBAT)
Choose "Use existing adapter and current address" as "Adapter Mode"



VPM Site Configuration

leneral Mame Reszolution | Authenticatic * | *

Firewall Optionz

MAT Traverzal Port

keep-alive packet rate 15| Secs

b awirurmn packet zize 540 Butes

Other Optionz

Enable Dead Peer Detection
Enable |S4KMP Failure Matifications
Enable Clent Login Banner

MAT Traverzal dizable - I

IKE Fragmentation | dizable b I

[ Save ] [ Cancel

In "Client" tab disable nat-T and Fragmentation.

VPM Site Configuration

Mame Fesolution Bsuthenticatic

4 |k

[] Enable D5 Obtain Autornatically

EMveEr A0dress o |

Server Address #2

Server Address #3
Server Address #4

Obtain Autormatically
DMS Suffis

[ Save ] [ Cancel

Disable DNS



¥PN Site Configuration

(=]

| | Client | Mame Fieschution | Authentication | Phase * [ » |

192.168.100.214]

Authenkication Method |Hybid RSA + 8wt |

[T Use & discovered local hostfe

13216810063
[ Use & digcovered re

LD L Ll ]

L Seve || Concel |

For authentication use" IP-Adress" as identifier and enter the addresses .
In the "Credentials" tab enter the "Pre Shared Key" (vpnpassword)



VPM Site Configuration

M ame Rezalution | Alithe

hticatiar

Fropozal Parameters

Exchange Type
[OH Exchange
Cipher Algorithrm
Cipher F.ey Length
Hazh Algorithm
K.y Life Time limit

K.y Life Data limit

~)
d
)

[ aggressive

[grl:uup 2

[EIES

256

[ zhal

)

28800 Secs

0 Ebytes

[ Enable Check Paoint Compatible Yendar (D

||

Save Cancel

For phasel use relevant parameters

VPM Site Configuration

Authentication | Phaze 1

Fropozal Parameters

Tranzform Algornithm
Tranzform Fey Length
HAL Algarithm

PFS Exchange
Comprezs Algonthm
K.y Life Time limit

K.y Life Data limit

[ eip-aes

256

[sheﬂ v]
)
)

3600 Secs

[grn:-up 2

| disabled

0 Ebytes

||

Save Cancel

For phase2 use relevant parameters



]

VPM Site Configuration @

Authentication | Phaze 1 | Phase L [

IPSELC Policy Configuration

BEs0clalions

Pualicy Generation Lewvel

[ Maintain Persiztent Security
Obtain Topology Automatically or Tunnel Al

Remate Metwark. Resource

Add b cdify Delete

Save I Cancel

In "Policy" tab user "require" as "Policy Generation Level"

Press button "Save"

Start VPN



ﬂ VPN Access Manager =0 ==
File Edit View Help

Add  Modify Delete

Authentication

192.168.100.63 mutual-psk

3 VPN Connect - 192168.100.63 ® ==
Connect | Network

config loaded for site 192 168.100 63

) -

Mark the new created Vpn and press "Connect". A new window will open.

Press "Connect".

Test VPN



BN Administrator: CA\Windows\system32\cmd.exe = || B &

Ping—-Statistik fiir 192.168.16_.28:
Pakete: Gesendet = 4, Empfangen = 4, Uerloren = 8
CBx Uerlustl.

Ca. Zeitangaben in Millisek.:
Hinimum = 26m=z. Maximum = 64msz,. Mittelwert = 36ms

C:sUserssjxsB@5012 . DENECILTA368>ping 192.168.168.4

Ping wird ausgefithryt fiir 122.168.10.4 nit 32 Bytes Daten:
Antwort von 192.168.18.4: Bytes=32 Zeit=15m=z TTL=127
Antwort von 192.168.18.4: Bytes=32 Zeit=1"Ymz TTL=127
Antwort von 192.168.18.4: Bytes=32 Zeit=23mz TTL=127
Antwort von 192.168.18.4: Bytes=32 Zeit=1"Ymz TTL=127

Ping—Statistik fiir 192.168.18.4:
Pakete: Geszendet = 4, Empfangen = 4, Uerloren = @
B Uerlustd,

ping an IP-address of the remote network.

Opén a DOS Window and




