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This guide is designed to step you through the configuration of the RDD Hirschmann

product. The RDD consists of 2 routers in the same enclosure, with traffic only being

allowed from the IN router to the OUT, so UDP is the only protocol that is permitted.

HiView/HiDiscovery will be needed to follow this guide along with 2 computers.

Configuring the IN Router

1. Give the IN side of the RDD an IP address with HiDiscovery.

Netmask
2552552550

2. Login to the GUI of the switch.
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Rail Data Diode
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User

Password

3. Go to Routing/global and turn on routing then click the write button.
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4. Go to routing/interfaces/configuration and assign the IP addresses to the interfaces used
and click write. Refresh to make sure the settings are correct. If an IP address was assigned
to the port currently used to communicate to the switch the computer IP will have to be
changed to the same subnet of the IP that was assigned. This will also be the new IP
address to login to the switch and the gateway IP of the computer. Note: Use the wizard to

configure virtual interfaces/VLANSs.

5. Go to Routing/ARP/current and write down the MAC for the IP address that will connect
the 2 Routers in the RDD, this will be needed when configuring the out Router .
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6. Go to Router/ARP/Static and add an entry click active and write. This step will have to be
done after the MAC of the OUT interface connecting to routers is known.
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8. Add a static route 0.0.0.0/0 with the next hop IP of the OUT connecting interface click ok,



make sure it is active and click the write button.
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Configuring the OUT Router
1. Give the OUT side of the RDD an IP address with HiDiscovery.
e
Signal Configura... Password.. MAC Address IPv6 Address (Link local) IP Address ¥ Netmask Gateway Type Product
v v 64/60:38:47:82:40 - 192.168.1.144 0000 0000 mgmt  RDD20-1400A-SUUY99SHHE3S R
& Hiview - Configure *
MAC address 64:60:38:47:82:40
Name ROD-646038478200
IPv6 Address (Link local)
IP address 192.168.1.144
2. Login to the GUI of the switch.
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3. Go to Routing/global and turn on routing then click the write button.
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4. Go to routing/interfaces/configuration and assign the IP addresses to the interfaces used

and click write. Refresh to make sure the settings are correct.
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5. Go to Routing/ARP/current and write down the MAC for the IP address that will connect
the 2 Routers in the RDD, this will be needed when configuring the IN Router.
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6. Go to Router/ARP/Static and add an entry click active and write.
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7. Make sure the new route shows up in the current tab which may need to be refreshed.
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Testing the configuration

1. Use a packet generator software to send UDP packets across the Router.

2. P Load - X
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Tatal Time: 0C:00:.07
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Fackets per Sec: 20
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FPacket Size: 26 Bytes
Destinatiorn: 132168 20 10:UDF 514
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2. Use a computer connected to the OUT router running wireshark to capture the packets to
make sure the traffic is being routed properly.

e XE cees=psREaaaE
W [4pply a display fiter _<Ctri/>
No. Time Source Destination Protocol Length Info

1084 392.374996  192.168.10.10 192.168.20.10 syslog 68 abcdefghijklmopgrstuviecyz
1085 392.375688  192.168.10.18 192.168.20.10 syslog 68 abcdefghijklmnopgrstuvinyz
1686 392.375618  192.168.10.10 192.168.20.10 syslog 68 abcdefghijklmnopgrstumeyz
1057 392.375028  192.168.10.10 192.168.20.10 syslog 68 abcdefghijklmopgrstuviecyz
1088 392.375839  192.168.10.18 192.168.20.10 syslog 68 abcdefghijklmnopgrstuvinyz
1689 392.375048  192.168.10.10 192.168.20.10 syslog 68 abcdefghijklmnopgrstumeyz
1090 392.375058  192.168.10.10 192.168.20.10 syslog 68 abcdefghijklmopgrstuviecyz
1091 392.37567@  192.168.10.18 192.168.20.10 syslog 68 abcdefghijklmnopgrstuvinyz
1092 392.375679  192.168.10.10 192.168.20.16 syslog 68 abcdefghijklmnopgrstumeyz
1093 392.375099  192.168.10.10 192.168.20.10 syslog 68 abcdefghijklmopgrstuviecyz
1094 392.375189  192.168.10.18 192.168.20.10 syslog 68 abcdefghijklmnopgrstuvieayz
1695 392.375118  192.168.10.10 192.168.20.16 syslog 68 abcdefghijklmnopgrstumeyz
1096 392.375139  192.168.10.10 192.168.20.10 syslog 68 abcdefghijklmopgrstuviecyz
1097 392.375149  192.168.10.18 192.168.20.10 syslog 68 abcdefghijklmnopgrstuvieayz
1698 392.375159  192.168.10.16 192.168.20.16 syslog 68 abcdefghijklmnopgrstumeyz
1099 392.375169  192.168.10.10 192.168.20.10 syslog 68 abcdefghijklmopgrstuviecyz
1100 392.375178  192.168.10.18 192.168.20.18 syslog 68 abcdefghijklmnopgrstuvieayz
1101 392.375187  192.168.10.10 192.168.20.16 syslog 68 abcdefghijklmnopgrstumeyz
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> Frame 1: 75 bytes on wire (60@ bits), 75 bytes captured (690 bits) en interface @

P Ethernet IT, Src: Dell_38:bcice (34:e6:d7:38:bcicc), Dst: IPvamcast_fc (91:00:5¢:00:00:fc)
: 192.168.20.16, Dst: 224.0.6.252

> User Datagram Protocol, Src Port: 51172, Dst Port: 5355

b Link-local Multicast Name Resolution (query)

b Internet Protocol Version 4, S
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