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How to set up 802.1x with EAP-TLS between Open BAT (as AP
and Radius server) and Windows 7 client
-2023-11-17 - BAT, WLC (HILCOS)

This lesson describes how an OpenBAT can be configured as AP using its own radius server
and providing an EAP-TLS connection for a Windows 7 client and how to create certificates
for this use with XCA.
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This is the network which will be configured in this Howto.
This configuration and this topology is an example only. It can be modified according to
customers needs.-

Configure OpenBAT
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Use HiDiscovery to assign a IP-address to the BAT. The PC is locally connected.
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Use Access-Point as WLAN operation mode. Optionally you can choose alternative Radio

settings etc.
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Configure the SSID
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Proceed to menu "Wireless LAN - 802.11i/WEP"




Use button "WPA or Private WEP settings.
Doubleclick on first line

Make sure that "encryption activated" is chec
Choose "802.11i (WPA)-802.1x" as "Method
Leave the passphrase field blank.

.". A new window will open
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Proceed to menu "Wireless LAN - 802.1X"

Use button "RADIUS servers...". A new window will open.

Use button "Add". A new window will open.
Fill in the fields. Leave the "Secret" field blank
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Proceed to menu "RADIUS Server - General"

Use "1812" as "Authentication port".

Confiquration
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Proceed to menu "RADIUS Server - EAP"
Choose "TLS" as "Default method".
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DHCP chant/sarver
The riefaces which should be appled 1o the DHCP server settings is seleched in ths table,
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Proceed to menu "IPv4 - DHCPv4"

Use button "DHCP networks...". A new window will open.
Doubleclick on the first line (INTRANET). A new window will open.
Enable DHCL server and configure relevant IP settings.

Now the configuration of the OpenBAT is finished.

Upload Server Certificate to OpenBAT



1Hmmuﬂm

Manitee Device Tempararby Chrl+ M
Monitos WLAN Device
Creste Teace Ouiput..
Sef DatesTime..
Activate Scftware Option...
I Aictivate Configuration Symchronization Settings

J4_| Dwte Tirms Harme i to Winzkess eFaper Server
x

Rightclick on the OpenBAT within LANconfig

Use menu "Configuration Management - Upload Certificate or File...". A new window will

open.
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Restore Certificate to BAT-F_D07320 =
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Choose the relevant file
Choose "EAP/TLS - Container as PKCS#12 file"
Enter the password

The certificate will be uploaded.
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With the command "show eap" you can check that the certificate was uploaded properly.

Client side: Install the certificates
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Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

1

)y i This wizard helps you copy certificates, certificate trust

;_ %-'. lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,

[x]

Doubleclick on the Client certificate. A new window will open.
Click on "Next"



Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Z:Wsers\Johannes \Desktop'\HirschmannClient.p12 Browse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #£12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKICS #7 Certificates (LP7E)

Microsoft Serialized Certificate Store (L55T)

Learn mare about cerfificate file formats

]

The wizard will show the path of the certificate.
Use button "Next".



Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password;

[ Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Indude all extended properties.

Learn mare about protecting private keys

< Back [ Mext = J [ Cancel

]

Enter the password of the certificate and click on "Next".



Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

@ Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store

Certificate store:

Browse...

Learn mare about cerfificate stores

<ok | newt>

]

Stay with default settings. The place to store the certificate will be selected automatically.
Click on "Next".



Certificate Import Wizard
Completing the Certificate Import
Wizard
Ve The certificate wil be imported after you didk Finish.

- You have spedfied the following settings:

Content PFx

(0= = e =t e Automatically determined by t

File Mame CiWsers\Johannes \Desktop'

]

Click on "Finish".

Security Warning

You are about to install a certificate from a certification authority (CA)
claiming to represent:

HirschmannCA

Windows cannot validate that the certificate is actually from
"HirschmannCA". You should confirm its crigin by contacting
"HirschmannCA". The following number will assist you in this process:

Thumbprint (shal): SBD4AFCD E1E42C0E 02247478 5936BCC2
1DDe0EE1

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thurmnbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?
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Confirm to install the certificate.

Configure the wireless network
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Control Panel Home . , . \
stieaatican View your basic network information and set up connections

ge wireless netwarks ﬁ S ﬁ S 0 See full map

WINTVI Metwork Internet
Change advanced sharing (This computer)
settings View your active nebwarks Connect or disconnect
MNetwork Bccess type: Intemet
Public network Connections: § Lecal Area Connection
Change your networksng settings

y Set up a new connection or network
" Setup awireless, broadband, dial-up, ad hoc, or VPN connection: or set up a router or access
malmb

=]

Open the window to manage Wireless networks

Search Manoge Wireless

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

m-- Prefile types  Metwork and Sharing Center

]

Click "Add" to create a new entry.



@ a1l Manually connect to a wireless network
How do you want to add a network?

¢ Manually create a network profile
"= This creates a new network profile or locates an existing network and saves a profile

for the network on your computer. You need to know the network name (55I0) and
security key (if applicable).

o~ Create an ad hoc network
N This crestes 2 temporary network for sharing files or an Internet connection

=]

Use option "Manualle create a network profile".

@ ! Manually connect te a wireless network

Enter information for the wireless network you want to add

Metwork name:

Security type:

Encryption type:

Security Key: || Hide characters

[¥] Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this optien, your computer’s privacy might be at risk.

)

]

Enter the previously configured SSID
Choose WPA2-Enterprise" as "Security type" and "AES" as "Encryption Type".
Click "Next"
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y\‘\::) o1 Manually connect to a wireless network

Successfully added EAPtest

< Change connection settings

Dpen the connection properties so thatI can change the settings.

=]

Click on "Change connection settings"

EAPtest Wireless Metwork Properties @

== il

Security type: [WPAF_'-Enterprise - ]

Encryption type: [AES "]

Choose a network authentication method:

[Micrusnﬁ: Smart Card or other certificat

Remember my credentials for this connection ead
time I'm logged on

Advanced settings

[ Ok ] [ Cancel

(]

In tab "Security" choose "Microsoft Smartcard..." and press the button "Settings"




Senart Card or other Certificate Properties @

When connecting:
(7 Use my smart card
i@ Use a cerificate on this computer
|Ise simple cerdificate selection (Recommended)

Validate server certfficate

| Connect to these servers:

Trusted Root Cerffication Authorities:

[ DigiCert Assured ID Root CA

[] DigiCent High Assurance EV Foot CA
[] Equifax Secure Cerificate Authority I
[7] GeoTrust Global CA

pr— EPEETEElobal Root
HirschmannCA
= harity

[] Microsoft Root Certficate Authority
4 |

F

1l [

View Certfficate ]
I Dn_nnt prompt user to authorze new servers or trusted cerffication

[ Use a different user name for the connection

| oK || Ccancel

(]

Check "Validate server certificate" and choose the relevant certificate.
Close all configuration dialaogs with button "OK"



Currently connected to:

Metwork
Internet access

3rdlevel
l:l_ Internet access

m

Wireless Metwark Connection ~

Connected

Click on the WLAN icon in the taskbar and choose the relevant WLAN (EAPtest) to connect

to.



