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Security Vulnerability Corrected in version 08.1.02
                                                                                                                                                 
                                                                                                                                                 
                                                                                                                                                 
                                                                                                                                                 
                                                               

Vulnerability Description

Java
CVE-2020-2754

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Scripting). Supported versions                 that
are affected are Java SE: 8u241, 11.0.6 and 14; Java SE Embedded:
8u241. Difficult to exploit vulnerability allows                
unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded. Successful    
            attacks of this vulnerability can result in unauthorized
ability to cause a partial denial of service (partial DOS) of                
Java SE, Java SE Embedded. Note: Applies to client and server
deployment of Java. This vulnerability can be exploited                
through sandboxed Java Web Start applications and sandboxed
Java applets. It can also be exploited by supplying data to              
  APIs in the specified Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as              
  through a web service.

Java
CVE-2020-2755

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Scripting). Supported versions                 that
are affected are Java SE: 8u241, 11.0.6 and 14; Java SE Embedded:
8u241. Difficult to exploit vulnerability allows                
unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded. Successful    
            attacks of this vulnerability can result in unauthorized
ability to cause a partial denial of service (partial DOS) of                
Java SE, Java SE Embedded. Note: Applies to client and server
deployment of Java. This vulnerability can be exploited                
through sandboxed Java Web Start applications and sandboxed
Java applets. It can also be exploited by supplying data to              
  APIs in the specified Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as              
  through a web service.
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Java
CVE-2020-2756

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Serialization). Supported versions                
that are affected are Java SE: 7u251, 8u241, 11.0.6 and 14; Java
SE Embedded: 8u241. Difficult to exploit vulnerability                
allows unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded. Successful    
            attacks of this vulnerability can result in unauthorized
ability to cause a partial denial of service (partial DOS) of Java SE,  
              Java SE Embedded. Note: Applies to client and server
deployment of Java. This vulnerability can be exploited through
sandboxed                 Java Web Start applications and sandboxed
Java applets. It can also be exploited by supplying data to APIs in
the specified                 Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as through
a web service.

Java
CVE-2020-2757

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Serialization). Supported versions                
that are affected are Java SE: 7u251, 8u241, 11.0.6 and 14; Java
SE Embedded: 8u241. Difficult to exploit vulnerability                
allows unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded. Successful    
            attacks of this vulnerability can result in unauthorized
ability to cause a partial denial of service (partial DOS) of Java SE,  
              Java SE Embedded. Note: Applies to client and server
deployment of Java. This vulnerability can be exploited through
sandboxed                 Java Web Start applications and sandboxed
Java applets. It can also be exploited by supplying data to APIs in
the specified                 Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as through
a web service.

Java
CVE-2020-2773

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Security). Supported versions that                
are affected are Java SE: 7u251, 8u241, 11.0.6 and 14; Java SE
Embedded: 8u241. Difficult to exploit vulnerability allows                
unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded. Successful    
            attacks of this vulnerability can result in unauthorized
ability to cause a partial denial of service (partial DOS) of                
Java SE, Java SE Embedded. Note: Applies to client and server
deployment of Java. This vulnerability can be exploited                
through sandboxed Java Web Start applications and sandboxed
Java applets. It can also be exploited by supplying data to              
  APIs in the specified Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as              
  through a web service.



Java
CVE-2020-2781

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: JSSE). Supported versions                 that are
affected are Java SE: 7u251, 8u241, 11.0.6 and 14; Java SE
Embedded: 8u241. Easily exploitable vulnerability                 allows
unauthenticated attacker with network access via HTTPS to
compromise Java SE, Java SE Embedded. Successful                
attacks of this vulnerability can result in unauthorized ability to
cause a partial denial of service (partial DOS)                 of Java SE,
Java SE Embedded. Note: Applies to client and server deployment
of Java. This vulnerability can be exploited                 through
sandboxed Java Web Start applications and sandboxed Java
applets. It can also be exploited by supplying data to                
APIs in the specified Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as              
  through a web service.

Java
CVE-2020-2800

Vulnerability in the Java SE,  Java SE Embedded product of Oracle
Java SE (component: Lightweight HTTP Server). Supported              
  versions that are affected are Java SE: 7u251, 8u241, 11.0.6 and
14; Java SE Embedded: 8u241. Difficult to exploit vulnerability        
        allows unauthenticated attacker with network access via
multiple protocols to compromise Java SE, Java SE Embedded.
Successful                 attacks of this vulnerability can result in
unauthorized update, insert or delete access to some of Java SE,
Java SE Embedded                 accessible data as well as
unauthorized read access to a subset of Java SE, Java SE
Embedded accessible data. Note: This                 vulnerability can
only be exploited by supplying data to APIs in the specified
Component without using Untrusted Java Web Start                
applications or Untrusted Java applets, such as through a web
service.

Java
CVE-2020-2830

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Concurrency). Supported versions                
that are affected are Java SE: 7u251, 8u241, 11.0.6 and 14; Java
SE Embedded: 8u241. Easily exploitable vulnerability                
allows unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded.                
Successful attacks of this vulnerability can result in unauthorized
ability to cause a partial denial of service (partial DOS)                 of
Java SE, Java SE Embedded. Note: Applies to client and server
deployment of Java. This vulnerability can be exploited                
through sandboxed Java Web Start applications and sandboxed
Java applets. It can also be exploited by supplying data to APIs      
          in the specified Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as through
a web service.



Java
CVE-2020-14556

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Libraries). Supported versions                 that
are affected are Java SE: 8u251, 11.0.7 and 14.0.1; Java SE
Embedded: 8u251. Difficult to exploit vulnerability                 allows
unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded.                
Successful attacks of this vulnerability can result in unauthorized
update, insert or delete access to some of Java SE,                 Java
SE Embedded accessible data as well as unauthorized read access
to a subset of Java SE, Java SE Embedded accessible                
data. Note: Applies to client and server deployment of Java. This
vulnerability can be exploited through sandboxed Java                
Web Start applications and sandboxed Java applets. It can also be
exploited by supplying data to APIs in the specified                
Component without using sandboxed Java Web Start applications
or sandboxed Java applets, such as through a web service.

Java
CVE-2020-14577

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: JSSE). Supported versions that                 are
affected are Java SE: 7u261, 8u251, 11.0.7 and 14.0.1; Java SE
Embedded: 8u251. Difficult to exploit vulnerability                 allows
unauthenticated attacker with network access via TLS to
compromise Java SE, Java SE Embedded. Successful attacks          
      of this vulnerability can result in unauthorized read access to a
subset of Java SE, Java SE Embedded accessible data.                
Note: Applies to client and server deployment of Java. This
vulnerability can be exploited through sandboxed Java Web            
    Start applications and sandboxed Java applets. It can also be
exploited by supplying data to APIs in the specified                
Component without using sandboxed Java Web Start applications
or sandboxed Java applets, such as through a web service.

Java
CVE-2020-14578

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Libraries). Supported versions                 that
are affected are Java SE: 7u261 and 8u251; Java SE Embedded:
8u251. Difficult to exploit vulnerability allows                
unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded. Successful    
            attacks of this vulnerability can result in unauthorized
ability to cause a partial denial of service (partial DOS) of                
Java SE, Java SE Embedded. Note: Applies to client and server
deployment of Java. This vulnerability can be exploited                
through sandboxed Java Web Start applications and sandboxed
Java applets. It can also be exploited by supplying data to              
  APIs in the specified Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as              
  through a web service.



Java
CVE-2020-14579

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: Libraries). Supported versions                 that
are affected are Java SE: 7u261 and 8u251; Java SE Embedded:
8u251. Difficult to exploit vulnerability allows                
unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded. Successful    
            attacks of this vulnerability can result in unauthorized
ability to cause a partial denial of service (partial DOS) of                
Java SE, Java SE Embedded. Note: Applies to client and server
deployment of Java. This vulnerability can be exploited                
through sandboxed Java Web Start applications and sandboxed
Java applets. It can also be exploited by supplying data to              
  APIs in the specified Component without using sandboxed Java
Web Start applications or sandboxed Java applets, such as              
  through a web service.

Java
CVE-2020-14581

Vulnerability in the Java SE, Java SE Embedded product of Oracle
Java SE (component: 2D). Supported versions that are                
affected are Java SE: 8u251, 11.0.7 and 14.0.1; Java SE Embedded:
8u251. Difficult to exploit vulnerability allows                
unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded. Successful    
            attacks of this vulnerability can result in unauthorized read
access to a subset of Java SE, Java SE Embedded accessible          
      data. Note: Applies to client and server deployment of Java.
This vulnerability can be exploited through sandboxed Java            
    Web Start applications and sandboxed Java applets. It can also
be exploited by supplying data to APIs in the specified                
Component without using sandboxed Java Web Start applications
or sandboxed Java applets, such as through a web service.

Java
CVE-2020-14621

Vulnerability in the Java SE,  Java SE Embedded product of Oracle
Java SE (component: JAXP). Supported versions that                 are
affected are Java SE: 7u261, 8u251, 11.0.7 and 14.0.1; Java SE
Embedded: 8u251. Easily exploitable vulnerability                 allows
unauthenticated attacker with network access via multiple
protocols to compromise Java SE, Java SE Embedded.                
Successful attacks of this vulnerability can result in unauthorized
update, insert or delete access to some of Java SE,                 Java
SE Embedded accessible data. Note: This vulnerability can only be
exploited by supplying data to APIs in the specified                
Component without using Untrusted Java Web Start applications or
Untrusted Java applets, such as through a web service.

Java
CVE-2020-18197

In xsltCopyText in transform.c in libxslt 1.1.33, a pointer variable
isn't reset under certain circumstances. If the                 relevant
memory area happened to be freed and reused in a certain way, a
bounds check could fail and memory outside a                 buffer
could be written to, or uninitialized data could be disclosed.

   

  

Issues fixed in version 08.1.02
           

You can find the problems, workarounds and fixes related to this release in the issue list.    
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